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To extend a line, append spaces. 

To extend the file, append empty lines.
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Abstract

This document is an attempt to provide a comprehensive summary of useful command-line tools available to a Linux based operating system. This document is not a comprehensive list of every existent tool available to a Linux based system, nor does it have in-depth explanations of how things work. It is a summary which can be used to learn about and how to use many of the tools available to a Linux based operating system.
Contents

1Introduction

Conventions used in this guide
1
The Basics
3
What is an Operating System?
3
Architecture of the Linux Operating System
4
General Overview of the Boot Process
5
General Overview of the RedHat File System
7
Sorts of files
8
Partitioning
8
File System Layout
9
The File System in Reality
12
Powering Up the System
13
Turning Off the System
13
Console Basics
13
Switching between Consoles
14
Getting Help
14
man
14
man -f command
15
info
15
−−help
15
whatis
15
makewhatis
15
apropos
15
help
16
<F1>
16
Linux Internet links?
16
The shell
17
Introducing Bash
17
Using the Command History
18
Searching Through the Command History
18
The History Command
18
\ (Backslash Character)
19
Cntrl-D
19
script
19
~ (Tilde Character)
20
Aliases (Concept)
20
alias
20
Cntrl-A and Cntrl-E
20
set -x
21
Virtual Terminals
21
Automatic Command Completion
21
Standard Wildcards (globbing patterns)
21
? (Question Mark)
22
* (Asterisk)
22
[ ] (Square Brackets)
22
{ } (Curly Brackets)
22
[!] (Exclamation Point)
22
Directing Input/Output
23
> (Greater Than)
23
< (Less Than)
23
>>
24
<<
24
2>
24
| (Pipe)
24
tee
25
&>
25
Working with the file-system
27
cd
27
ls
27
mkdir
28
rm
29
rmdir
29
mv
30
cp
30
ln
30
Hard links
30
Symbolic links
31
Checking and Fixing FileSystem Errors
31
How do filesystems sustain damage? What is fsck?
31
What is fsck?
31
Running fsck
32
File Permissions
33
chmod
34
chown
36
sticky bit
37
chattr
37
lsattr
38
Finding information about the system
39
System Information
39
/proc
39
dmesg
39
df
39
du
39
file
40
stat
40
whereis
40
which
40
slocate
41
touch
41
who
41
w
42
users
42
last
42
lastlog
42
whoami
42
logname
42
free
43
uptime
43
time
43
uname
43
xargs
44
Date/Time/Calendars
45
date
45
cal
46
Finding Information on Hard Disks/Partitions
46
Using the proc filesystem
46
Using fdisk
46
Finding Files
47
find
47
Controlling the system
49
Mounting and Unmounting (Accessing Floppy/CD-ROM/Hard-drive Partitions):
49
mount
49
umount
49
Shutting Down/Rebooting the System
49
shutdown now
49
shutdown -h now
50
halt
50
shutdown -r now
50
reboot
50
Cntrl-Alt-Del
51
Controlling Processes
51
ps
51
pstree
52
pgrep
52
top
52
kill
52
killall
53
pkill
53
Cntrl-C
54
Cntrl-z
54
jobs
54
bg
54
fg
54
nice
55
renice
55
snice
55
Controlling Services
56
Concept Definitions
56
service
56
Recovering From a System Freeze
57
Network Commands
59
netstat
59
tcpdump
59
ping
59
hostname
59
traceroute
59
tracepath
59
Network Configuration
60
ifconfig
60
usernetctl
60
Which Files To Edit if Necessary
60
NFS (Network File System)
61
NFS Startup and Server Support
61
NFS Client Support
62
NFS Status
62
Remote Administration Related
63
ssh
63
scp
63
sftp
64
Internet Specific Commands
64
host
64
dig
64
whois
65
wget
65
curl
66
Diskless Linux
67
Network booting
67
Kernel-Level IP Configuration
67
RAM disk root file system
68
Putting it all together
68
Using vi
71
The Basics
71
Invoking vi
71
Cursor Movement Commands
72
Deleting Text
72
File Saving
73
What's Next
73
Moving Around
73
Modifying Text
75
Copying and Moving Sections of Text
77
Searching and Replacing Text
79
Using x-windows
83
Starting X
83
Stopping X
83
Some administration commands
85
su
85
alias ls="ls −−color=tty"
85
cat /var/log/secure
85
ftpwho
85
printtool
85
setup
85
mouseconf
86
kudzu
86
cat /var/log/XFree86.0.log
86
lspci
86
lsof|more
86
lsmod
86
rmmod module_name
86
symlinks −r −cds /
87
/sbin/chkconfig
87
Linux Serial Console
89
Headless server settings
89
Using ftp
91
Running the FTP Program
91
Logging Into an FTP Server
91
File Transfer Types
91
Navigating and Listing Directories
92
Downloading and Uploading Files
93
Running Shell Commands
94
Hash Marks and Tick
94
Other FTP Commands
94
Appendix A – vi Cheat Sheet
A-1
Appendix B - Linux Quick Reference Sheet
A-2


[image: image19.png]| defaultﬁ | re. dﬁ

soundﬁ
[

sysconflgﬁ | xlllﬁ
[ I

;

=
g
5
7| o

o

o
S

1

o) [

3
5
il

E!

3

8
v

include

= == a
B [le [l B
s e |[|= 5
B o
= o

—

=

5

B

o
(7

o

9

o
| 7

opt gdm.
=
;
tnp log sre






Introduction

In the early 1990s, Finnish computer science student Linus Torvalds began hacking on Minix, a small, Unix-like operating system for personal computers then used in college operating systems courses. He decided to improve the main software component underlying Minix, called the kernel, by writing his own. (The kernel is the central component of any Unix-like operating system.)

In late 1991, Torvalds published the first version of this kernel on the Internet, calling it "Linux" (a play on both Minix and his own name).

When Torvalds published Linux, he used the copyleft software license published by the GNU Project, the GNU General Public License. Doing so made his software free to use, copy, and modify by anyone--provided any copies or variations were kept equally free. Torvalds also invited contributions by other programmers, and these contributions came; slowly at first but, as the Internet grew, thousands of hackers and programmers from around the globe contributed to his free software project.

Conventions used in this guide

The following conventions are used within this guide:

italic 

Anything appearing in italic, like this is something that can either be executed or emphasized text.

Tools are in italic to prevent confusion, some tools have names which are real English words, such as the "locate" tool.

key-combinations 

Are represented by using a '-' (dash sign) in-between the key which must be used in combination. All combinations are also printed in italic to improve clarity. For example <Cntrl-Z> means hold down the “Cntrl” key and press the “z” key.

code examples 

Code examples are shown for most commands.

Below is an example of what code looks like:

Hello World, I'm a code example. :)
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The Basics

What is an Operating System?

An operating system (OS) is a resource manager. It takes the form of a set of software routines that allow users and application programs to access system resources (e.g. the CPU, memory, disks, modems, printers, network cards etc.) in a safe, efficient and abstract way. 

For example, an OS ensures safe access to a printer by allowing only one application program to send data directly to the printer at any one time. An OS encourages efficient use of the CPU by suspending programs that are waiting for I/O operations to complete to make way for programs that can use the CPU more productively. An OS also provides convenient abstractions (such as files rather than disk locations) which isolate application programmers and users from the details of the underlying hardware. 
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Figure 1:  General operating system architecture

Figure 1 presents the architecture of a typical OS and shows how it succeeds in presenting users and application programs with a uniform interface without regard to the details of the underlying hardware. We see that: 

· OS kernel - In direct control of the underlying hardware. The kernel provides low-level device, memory and processor management functions (e.g. dealing with interrupts from hardware devices, sharing the processor among multiple programs, allocating memory for programs etc.) 

· System Call Interface - (often known as API) Basic hardware-independent kernel services are exposed to higher-level programs through a library of system calls (e.g. services to create a file, begin execution of a program, or open a logical network connection to another computer.) 
· Application User’s Interface -Application programs (e.g. word processors, spreadsheets) and system utility programs (simple but useful application programs that come with the operating system, e.g. programs which find text inside a group of files) make use of system calls. Applications and system utilities are launched using a shell (a textual command line interface) or a graphical user interface that provides direct user interaction.

Operating systems (and different flavors of the same OS) can be distinguished from one another by the system calls, system utilities and user interface they provide, as well as by the resource scheduling policies implemented by the kernel.

Architecture of the Linux Operating System

Linux has all of the components of a typical OS

· Kernel 
The Linux kernel includes device driver support for a large number of PC hardware devices (graphics cards, network cards, hard disks etc.), advanced processor and memory management features, and support for many different types of file systems (including DOS floppies and the ISO9660 standard for CD-ROMs). In terms of the services that it provides to application programs and system utilities, the kernel implements most BSD and SYSV system calls, as well as the system calls described in the POSIX.1 specification. 

· Shells and GUIs 
Linux supports two forms of command input: through textual command line shells similar to those found on most UNIX systems (e.g. sh - the Bourne shell, bash - the Bourne again shell and csh - the C shell) and through graphical interfaces (GUIs) such as the KDE and GNOME window managers. If you are connecting remotely to a server your access will typically be through a command line shell.

· System Utilities 
Virtually every system utility that you would expect to find on standard implementations of UNIX (including every system utility described in the POSIX.2 specification) has been ported to Linux. This includes commands such as ls, cp, grep, awk, sed, bc, wc, more, and so on. These system utilities are designed to be powerful tools that do a single task extremely well (e.g. grep finds text inside files while wc counts the number of words, lines and bytes inside a file). Users can often solve problems by interconnecting these tools instead of writing a large application program. 

Like other UNIX flavors, Linux's system utilities also include server programs called daemons which provide remote network and administration services (e.g. telnetd and sshd provide remote login facilities, lpd provides printing services, httpd serves web pages, crond runs regular system administration tasks automatically). A daemon (probably derived from the Latin word which refers to a beneficent spirit who watches over someone, or perhaps short for "Disk And Execution MONitor") is usually spawned automatically at system startup and spends most of its time lying dormant (lurking?) waiting for some event to occur.
· Application programs 
Linux distributions typically come with several useful application programs as standard. Examples include the emacs editor, xv (an image viewer), gcc (a C compiler), g++ (a C++ compiler), xfig (a drawing package) and latex (a powerful typesetting language). 

General Overview of the Boot Process
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When the computer is switched on, the first thing it does is to activate resident on the system board in a ROM (read-only memory) chip. The operating system is not available at this stage so that the computer must 'pull itself up by its own boot-straps' so to speak. This procedure is thus often referred to as bootstrapping, also known as cold boot. The BIOS looks for a master boot record _MBR_ on the hard disk. It will start executing the code found there, which loads the operating system. On Linux systems, LILO the LInux LOader a boot program can occupy the MBR position and will load Linux the kernel. LILO passes control to the Linux kernel. The next thing that Linux does once it starts executing is to change to protected mode The Intel CPU that controls your computer has two modes called real mode and protected mode. DOS runs in real mode as does the BIOS. However for more advanced operating systems it is necessary to run in protected mode. Therefore when Linux boots it discards the BIOS 

The kernel /boot/vmlinuz merely manages other programs so once it is satisfied everything is okay it must start another program to do anything useful. The program the kernel starts is called init.  
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Init is the last process created at boot time. It always has a process ID (PID) of 1. init is responsible for starting all subsequent processes. Consequently, it is the parent (in other words, mother of all processes!) of all processes. The set of processes which are allowed to exist under a certain run level are started by init during the boot sequence via the /etc/inittab file which tells init how to start the processes necessary to bring the system up to a default run level. 

Run Levels: Each Linux vendor defines a number of arbitrary run levels which correspond to a certain system state (such as single or multiuser mode). When the system is in a certain run level, only a specified group of system processes can exist. For example, under Linux RedHat, the default convention is: 

·  0 - Halt

·  1 - Single user mode

·  2 - Multiuser, without NFS (The same as 3, if you do not have networking)

· [image: image23.jpg]


 3 - Full multiuser mode

·  4 - unused

·  5 - X11 (run a graphical login window)

·  6 - Reboot

(So, for example, running init 6 as root under Linux will reboot the system.)

Whenever the system transitions to or from a particular run level, scripts in a certain system directory are fired up (under Linux, they are in /etc/rc.d) and are named rcN.d where N is the run level. In each startup directory, you will find scripts with names like S10network and K30sendmail.

When the system enters a given run level, scripts in the startup directory corresponding to that run level which start with the letter "K" are fired up with the argument "stop". The order in which they are started is determined by the number after the letter "K" and before the identifier. The scripts starting with "S" are then fired up with the argument "start", again in the numerical order like for the "K" scripts. 

After init is finished with its duties at boot-up, it goes on to its regularly scheduled activities. A process is simply a running program since one program can be running two or more times there can be two or more processes for any particular program. In Linux, a process, an instance of a program is created by a system call (a service provided by the kernel - called fork).  Its called fork since one process splits into two separate ones. Those processes, in turn, fork some of their own. On your Linux system, init runs several instances of a program called getty. getty is the program that will allow a user to login and eventually calls a program called login. 
General Overview of the RedHat File System

The simplest description of the Unix system, which is generally applicable to Linux and RedHat, is:

"On a Unix system, everything is a file. If it is not a file, it is a process."

This is partially true, because there are special files that are more than just files (named pipes and sockets, for instance), but to keep things simple, saying that everything is a file is an acceptable generalization. A Linux system, just like Unix, makes no difference between a file and a directory, since a directory is just a file containing names of other files. Programs, services, texts, images, etc. are all files. Input and output devices, and generally every device, is considered to be a file, according to the system.

In order to manage all those files in an orderly fashion, we like to think of them as an ordered tree-like structure on the hard disk, relating back to DOS. There are then big branches containing more branches, and the branches at the end contain the tree leaves or normal files. For now, we will stick to this image of the tree, but we will find out later why it is not actually an exact image.

Sorts of files

Most files are just files, called regular files: they contain normal data, e.g. text files, executable files or programs, input for or output from a program, etc.

While it is reasonably safe to suppose that everything you encounter on a Linux system is a file, there are some exceptions.

· Directories: files that are lists of other files.

· Special Files: the mechanism used for input and output. Most special files are in /dev, we will discuss them later.

· Links: a system to make a file or directory visible in multiple parts of the system's file tree. We will talk about links in detail.

· (Domain) Sockets: a special file type, similar to TCP/IP sockets, providing inter-process networking protected by the file system's access control.

· Named Pipes: act more or less like sockets and form a way for processes to communicate with each other, without using network socket semantics.

Partitioning

Most people have a vague feeling about what a partition is, since almost every operating system has the possibility to create them. The fact that Linux uses more than one partition on the same disk, even when using the standard installation procedure, may seem strange at first.

The goal of having different partitions is to achieve higher data security in case of a disaster. By dividing the hard disk in partitions, data can be grouped and separated. When an accident occurs, e.g. an electricity failure, the optical reader may crash into the hard disk. Only the data in the partition that got hit will be damaged, while the data on the other partitions will most likely survive. Imagine the tree again; when lightening should break off one branch, the rest of the tree grows on.

This principle dates from the days when Linux didn't have “journaled” file systems yet. A(V)15 uses RedHat 6.2 and does not journal, but the use of partitions remains for security reasons, so a security breach on one part of the system doesn't automatically mean that the whole computer is in danger.

There are two kinds of major partitions on a Linux system:

· data partition: normal Linux system data, including the root partition containing all the data to start up and run the system; and 

· swap partition: expansion of the computer's physical memory, extra memory on hard disk.

On a server system, system data tends to be separated from user data. Programs that offer services are kept in a different place than the data handled by this service. Different partitions will be created on such systems, e.g. a partition with all data necessary to boot the machine, a partition with configuration data and server programs, one or more partitions containing the server data, e.g. a database, user mails, an ftp archive etc., a partition with user programs and application and one or more partitions for the user specific files. Servers usually have more memory and thus more swap. Certain server processes, such as databases, may require more swap space than usual, see the specific documentation for detailed information. For better performance, swap is often divided into different swap partitions.

Partitions are mounted on a mount point, which can be virtually any directory in the system. In the next section, we are going to take a closer look at all those directories.

File System Layout

For convenience, the Linux file system is usually thought of as a tree structure, you will find the layout generally follows the scheme as presented below in Figure 2 and described in Table 1.

The tree of the file system starts at the trunk or slash, indicated by a forward slash (/). This directory, containing all underlying directories and files, is also called the root directory or "the root" of the file system Directories that are only one level below the root directory are often preceded by a slash, to indicate their position and prevent confusion with other directories that could have the same name. 



	Directory
	Content

	/bin
	Common programs, shared by the system, the system administrator and the users.

	/boot
	The startup files and the kernel, In recent distributions also grub data. Grub is the GRand Unified Boot loader and is an attempt to get rid of the many different boot-loaders we know today.

	/dev
	Contains references to all the CPU peripheral hardware, which are represented as files with special properties.

	/etc
	Most important system configuration files are in /etc

	/home
	Home directories of the common users.

	/lib
	Library files, includes files for all kinds of programs needed by the system and the users.

	/lost+found
	Every partition has a lost+found in its upper directory. Files that were saved during failures are here.

	/misc
	For miscellaneous purposes.

	/mnt
	Standard mount point for external file systems, e.g. a CD-ROM or zip drive

	/net
	Standard mount point for entire remote file systems

	/opt
	Typically contains extra and third party software.

	/proc
	A virtual file system containing information about system resources. More information about the meaning of the files in proc is obtained by entering the command man proc in a terminal window. The file proc.txt discusses the virtual file system in detail.

	/root
	The administrative user's home directory. Mind the difference between /, the root directory and /root, the home directory of the root user.

	/sbin
	Programs for use by the system and the system administrator.

	/tmp
	Temporary space for use by the system.

	/usr
	Programs, libraries, documentation etc. for all user-related programs.

	/var
	Storage for all variable files and temporary files created by users, such as log files, the mail queue, the print spooler area, space for temporary storage of files downloaded from the Internet, or to keep an image of a CD before burning it.



The File System in Reality

Most users and for most common system administration tasks, it is enough to accept that files and directories are ordered in a tree-like structure. The computer, however, doesn't understand a thing about trees or tree-structures.

Every partition has its own file system. By imagining all those file systems together, we can form an idea of the tree-structure of the entire system, but it is not as simple as that. In a file system, a file is represented by an inode, a kind of serial number containing information about the actual data that makes up the file to whom this file belongs, and where is it located on the hard disk.

Every partition has its own set of inodes. Throughout a system with multiple partitions, files with the same inode number can exist.

Each inode describes a data structure on the hard disk, storing the properties of a file, including the physical location of the file data. When a hard disk is initialized to accept data storage, usually during the initial system installation process or when adding extra disks to an existing system, a fixed number of inodes per partition is created. This number will be the maximum amount of files, of all types (including directories, special files, links etc.) that can exist at the same time on the partition. We typically count on having 1 inode per 2 to 8 kilobytes of storage.

At the time a new file is created, it gets a free inode. The inode has the following information:

· Owner and group owner of the file.

· File type (regular, directory, ...)

· Permissions on the file.

· Date and time of creation, last read and change.

· Date and time this information has been changed in the inode.

· Number of links to this file (see later in this chapter).

· File size.

· An address defining the actual location of the file data.

The only information not included in an inode, is the file name and directory. These are stored in the special directory files. By comparing file names and inode numbers, the system can make up a tree-structure that the user understands.

Powering Up the System

The first thing you do to begin using the system is start power to it. To power up the system, just turn it on. This is called booting the system. As the Linux kernel boots there will be many messages on the screen. After a while, the system will display a login: prompt. You can now log in. 

If the GUI login screen is installed, the login procedure looks similar, but occurs on an X−window screen. (If you occasionally have problems typing there, perhaps position your mouse cursor above the dialog box. The X login screen may implement the "focus−follows−mouse" policy.) After a successful login, the default GUI desktop is launched.  You may also type <CTRL><ALT><F1> to switch to the first virtual console, where you can log in to the system in the usual way.

Turning Off the System

You can't just flip the power switch when you are done using the computer, because Linux is constantly writing data to disk. (It also keeps data in memory, even when it may have appeared to have written that data to disk.) Simply turning off the power could result in the loss or corruption of some of your work. 

The following describes a method of turning off the system that can be done by a normal user; the traditional way of shutting down can only be performed by the superuser.

To turn off a single user system, first log out of all consoles. Then, type <CTRL><ALT><DEL> (press and hold these three keys at once).

The system will print some messages as it shuts down, and when you see the line, `Rebooting...', it's safe to turn the power to machine off. 
Console Basics
A Linux terminal is a place to put input and get output from the system, and usually has at least a keyboard and monitor. 
When you access a Linux system by the keyboard and monitor that are directly connected to it, you are said to be using the console terminal. (Linux systems can be accessed in other ways, such as through a network or via another terminal connected to a serial line.

Switching Between Consoles

To switch to a different virtual console, press <ALT><Fn>, where n is the number of the console to switch to.

To switch to the fourth virtual console, press <ALT><F4>.
Using the <Alt><F*> keys you may change to different virtual terminals. You will have several (usually 6) virtual terminals setup with shells. No. 7 is usually setup with X you need to use <Cntrl><Alt><F*> to change to a terminal from within X.

Getting Help

man 

This command displays summary information on a program from an online manual. For example, typing man will bring up the manual page for man (the manual page viewer). Note: q is the quit key.

man program_name
man [<section>|-a] <command> 

Search the manual pages for a string, as init will search all manual pages for a particular string within each individual man page, it will then prompt whether you would like to view each page it will find. Use double quotes '"' and '"' if there are spaces in the string you are typing. man pages are divided into sections, numbered 1 through 9. Section 1 contains all man pages for system commands while 2-7 contain information for programmers and the like, which you will probably not have to refer to just yet.

	Man Section
	Information for:

	... /man1
	User programs

	... /man2
	System calls

	... /man3
	Library calls

	... /man4
	Special files

	... /man5
	File formats

	... /man6
	Games

	... /man7
	Miscellaneous

	... /man8
	System administration

	... /man9
	Kernel documentation


man -f command 

For details associated with the command. The root user must run makewhatis (see below) before this command will work. Note: this command is the same as running whatis.

info 

Provides a more detailed hyper-text manual on a particular command.

info program_name

−−help

Most Linux commands can be run with the "−−help" option. For example, this command will give you concise help on the Linux cp(copy) command:

cp −−help | less
whatis 

Displays a one line description of what a program does. The string needs to be an exact match, otherwise whatis won't output anything. Relies on the whatis database (see below).

whatis program_name 

makewhatis 

Make the whatis database for apropos, whatis and man -f (note: this takes some time). Please note you require root privileges to do this.

apropos 

Searches the whatis database for strings, similar to whatis except it finds and prints anything matching the string (or any part of the string). Also relies on the whatis database (see above).

apropos string
help

The list of bash built−in commands can be obtained by typing help on the command line. Then help on any specific bash built−incommand can be obtained by issuing, for example:

help cd
<F1>

In some menu driven programs, for example when configuring your system services using ntsysv (or setup, or linuxconf), you may press F1 for info about what the particular service does.

Linux Internet links?

There are surely thousands of Internet sites devoted to Linux. Here are some Linux links which I like, in no particular order. If you need something else, you should find a useful pointer on one of the following pages.

	Web Site URL
	Information

	http://www.redhat.com/ 
	RedHat Home Page

	http://stommel.tamu.edu/~baum/linuxlist/linuxlist/linuxlist.html 
	Linux Software Encyclopedia

	http://www.linuxdoc.org/docs.html 
	Linux Documentation Project−−Home for the many FAQs, 

	http://www.linuxlinks.com/ 
	Linux applications. 

	http://www.boutell.com/lsm/ 
	Linux Software Map

	http://www.slashdot.org/ 
	Another help site for newbies 

	http://www.control-escape.com/ 
	Good resource for learning Linux. 

	http://jgo.local.net/LinuxGuide/ 
	Gary's Encyclopedia−−Learning Linux. 

	http://linuxtoday.com/ 
	Discussions for nerds, hackers, gurus, etc. (= /.) 

	ftp://sunsite.unc.edu/pub/Linux/ 
	Linux software packages  


The shell

If you've used a Linux system, you know that when you log in, you are greeted by a prompt that looks something like this: 

$

The particular prompt that you see may look quite different. It may contain your system's hostname, the name of the current working directory, or both. But regardless of what your prompt looks like, there's one thing that's certain. The program that printed that prompt is called a "shell," and it's very likely that your particular shell is a program called bash. 

Introducing Bash

You might wonder why you ought to learn Bash. Well, here are a couple of compelling reasons:

You're already running it.

If you check, you'll probably find that you are running bash right now. Even if you changed your default shell, bash is probably still running somewhere on your system, because it's the standard Linux shell and is used for a variety of purposes. Because bash is already running, any additional bash scripts that you run are inherently memory-efficient because they share memory with any already-running bash processes. Why load a 500K interpreter if you already are running something that will do the job, and do it well?

You're already using it.

Not only are you already running bash, but you're actually interacting with bash on a daily basis. It's always there, so it makes sense to learn how to use it to its fullest potential. Doing so will make your bash experience more fun and productive. But why should you learn bash? Easy, because you already think in terms of running commands, Command shells unlock the potential of a Linux system, and bash is the Linux shell. It's the high-level glue between you and the machine. Grow in your knowledge of bash, and you'll automatically increase your productivity under Linux -- it's that simple.

You can check to see if you're running bash by typing: 

$ echo $SHELL

/bin/bash

Bash, an acronym for "Bourne-again shell," is the default shell on most Linux systems. The shell's job is to obey your commands so that you can interact with your Linux system. When you're finished entering commands, you may instruct the shell to exit or logout, at which point you'll be returned to a login prompt.

 Using the Command History 

Simply use the up and down key's to scroll through previously typed commands, press [Enter] to execute them or use the left and right arrow keys to edit the command first. Also see history (below).

Searching Through the Command History 

Use the <Cntrl-R> key to perform a 'reverse-i-search'. For example, if you wanted to use the command you used last time you were using snort, you would hit <Cntrl-R> then type "snort".

What you will see in the console window is:

(reverse-i-search)`':

After you have typed what you are looking for, using the <Cntrl-R> key combination repeatedly scrolls backward through the history, bringing up each reference to the string you've entered. Once you've found the command you're looking for, use [Enter] to execute it. Or using the right or left arrow keys will place the command on an actual command line so you can edit it.

 The History Command 

The history command can be used to list BASH's log of the commands you have typed:

This log is called the "history". To access it type:

history n

This will only list the last n commands. Type "history" (without options) to see the the entire history list.

You can also type !n to execute command number n. Use !! to execute the last command you typed.

!-n will execute the command n times before (ie. !-1 is equivalent to !!).

!string will execute the last command starting with that "string" and !?string? will execute the last command containing the word "string". For example:

!cd

This re-runs the command that you last typed starting with "cd".

\ (Backslash Character)

(The escape character) can be used before a shell command to override any aliases.

For example if rm was made into an alias for rm -i then typing "rm" would actually run rm -i. However, typing \rm lets the shell pretend that rm -i isn't there; it won't confirm if you want to delete things.

'\' can also be used before special characters (such as a space) to pretend that they are normal. (A directory name with a space in it is possible this way.)

It can also be used to stop bash from expanding certain symbols. (As an alternative you could use single quotation marks, although you may need to use both.)

Cntrl-D

The "end-of-file" (EOF) character can be used to quickly log out of any terminal and is used in programs such as at to signal that you have finished typing your commands (EOF command).

script

This command creates a typescript, or "capture log" of a shell session -- it writes a copy of your session to a file, including commands you type and their output.

For example if you were editing a file with vim or emacs just press cntrl-z to re-gain control of the terminal do what you want and then type fg to bring it back. Note: you may need to type jobs and then fg job_name or fg job_number if plain fg doesn't work.

~ (Tilde Character)

This is used as an alias to a users home directory. For example, if your user-name was "fred", instead of typing cd /home/fred you could simply type cd ~. Or to get to fred's tmp directory you could do cd ~/tmp.
~ (tilde) can also be used as a shortcut to other users home directories, simply type: ~user_name and it will take you to the user's home directory (Note: you need to spell the username exactly correct, no wildcards).

Aliases (Concept)

Allows a command to be substituted (an alias) for another. This is used to make a command do something else or to automatically add certain options. This can be either be done during one session using the alias command (see below) or the information can be added to the .bashrc file (found in the users home directory).

alias

This command will list your current aliases. You can use unalias to remove the alias (to disable it temporarily add a '\' (back-slash) before the command)...

Below is an example of what an alias section (within your .bashrc file) may look like:

# my personal aliases

alias cp='cp -vi' #to prompt when copying if you want to overwrite and will tell you where information is going 

alias rm='rm -i' #Prompts you if you really want to remove it.

alias mv='mv -i' #Prompts you if you are going to overwrite something

Cntrl-A and Cntrl-E

These keys can be used to move to the start of the line and end of the line respectively (when on the command line). Several other emacs-style keys can be used on the command line. Use <Cntrl-K> to delete the rest of the line and <Cntrl-Y> to paste the last thing you deleted (using <Cntrl-K>).

set -x

set is one of bash's inbuilt commands. Using set with the -x option will make bash print out each command it is going to run before it runs it. This can be useful to find out what is happening with certain commands such as things being quoted behaving strangely or weird aliases. Use set +x to turn this back off.

Examples

After using set -x you may run the command:

ls

The output printed before the command runs (for example):

+ ls -F --color=auto 

Virtual Terminals

Using the <Alt><F*> keys you may change to different virtual terminals. You will have several (usually 6) virtual terminals setup with shells. No. 7 is usually setup with X you need to use <Cntrl><Alt><F*> to change to a terminal from within X

Automatic Command Completion 

Use the [Tab] key and BASH will attempt to complete the command for you automatically. You can use it to complete command (tool) names or you can use it when working with the file-system, ie. when changing directories, copying files etc.

Standard Wildcards (globbing patterns)

Standard wildcards (also known as globbing patterns) are used by various command line utilities to work with multiple files. For more information on standard wildcards (globbing patterns), refer to the manual page by typing:

man 7 glob
? (Question Mark) 

This can represent any single character. If you specified something at the command line like "hd?" Linux would look for hda, hdb, hdc and every other letter/number between a-z, 0-9.

* (Asterisk) 

This can represent any number of characters (including zero, in other words, zero or more characters). If you specified a "cd*" it would use "cda", "cdrom", "cdrecord" and anything that starts with "cd" also including "cd" itself. "m*l" could by mill, mull, ml, and anything that starts with an m and ends with an l.

[ ] (Square Brackets) 

Specifies a range. If you did m[a,o,u]m  it can become: mam, mum, mom if you did: m[a-d]m  it can become anything that starts and ends with m and has any character a to d in-between. For example, these would work: mam, mbm, mcm, mdm. This kind of wildcard specifies an "or" relationship (you only need one to match).

{ } (Curly Brackets) 

Terms are separated by commas and each term must be the name of something or a wildcard. This wildcard will copy anything that matches either wildcard(s), or exact name(s) (an "or" relationship, one or the other).

For example, this would be valid:

cp {*.doc,*.pdf} ~
This will copy anything ending with .doc or .pdf to the user’s home directory. Note that spaces are not allowed after the commas (or anywhere else).

[!] (Exclamation Point)

This construct is similar to the [ ] construct, except rather than matching any characters inside the brackets, it'll match any character, as long as it is not listed between the [ and ]. This is a logical NOT. For example rm myfile[!9] will remove all myfiles* (ie. myfiles1, myfiles2 etc) but won't remove a file with the number 9 anywhere within it's name.

Directing Input/Output

All 3 of the following definitions are called "File Streams" they hold information which is either received from somewhere or sent to somewhere. In Linux keyboard input, information printed to the screen and error outputs are treated as separate File Streams.

Standard output 

· Is the output from the program printed to the screen, not including error output (see below).

Standard input 

· Is the input from the user.  Normally the keyboard is used as the standard input device in Linux.

Standard error 

· Is error output from programs. This output is also sent to the screen and will normally be seen mixed in with standard output. The difference between standard output and standard error is that standard error is unbuffered (it appears immediately on the screen) and standard error is only printed when something goes wrong (it will give you details of what went wrong).

> (Greater Than)

The greater than symbol used to send information somewhere (eg. a Text file).

Example:

cat file1 file2 > file1_and_2.txt

This will concatenate the files together into one big file (file1_and_2.txt), note that this will overwrite any existing file.

< (Less Than)

The less than symbol will insert information from somewhere (a text file) as if you typed it yourself. Often used with commands that are designed to get information from standard input only.

For example (using tr):

tr [A-Z] [a-z] < fileName.txt > fileNameNew.txt

This would insert the contents of "fileName.txt" into the input of tr and output the results to "fileNameNew.txt".

>> 

This symbol appends (adds) information to the end of a file or creates one if it doesn't exist. The usage is the same as the > operator.

<< 

This symbol is sometimes used with commands that use standard input to take information. You simply type (at the end of the command) << word (where word can be any string). This command would take your input until you type "word" which would cause the command to end and perform its processing. Using << is a sort of alternative to using <Cntrl-D> (EOF key), except it makes a word perform the end-of-file function.

For example type "cat" (with no options...) and it will work on standard input.

To stop entering standard input you would normally hit <Cntrl-D> (the EOF key).

As an alternative you could do "cat << FINISHED" and you type what you want and when you are finished instead of hitting <Cntrl-D> you could type "FINISHED" and it will end (the word FINISHED will not be recorded).

2> 

Redirects error output to somewhere else (eg. re-direct it to /dev/null if you don't want to see any of it). Simply append this command to the end of your command...

Example:

make some_file 2> /dev/null

Would run make on some file and send all error output to /dev/null (so you won't see it).

| (Pipe)

Pipe, as its called, allows the output of one command to be sent to the input of another.

Example

cat file1.txt file2.txt | less

Would cat the files together and then run less on them. If you were only going to look at 1 file, you could simply use less on that file...

tee 

Sends output of a program to a file and to standard output. (Think of it as a T intersection...it goes 2 ways).

Usage example:

ls /home/user | tee my_directories.txt

Would list the files (display the output on screen) and send the output elsewhere, to a file: "my_directories.txt".

&> 

Redirects standard output and error output to a specific location.

For example:

make &> /dev/null

Would send both error output and standard output to /dev/null so you won't see anything.


Working with the file-system

cd

Change directory. Use cd .. (go up), ('.' (dot) represents current directory while ('..') dot dot represents the previous one). Also try using cd -, this will return you to the previous directory (a bit like an "undo"). You can also use cd absolute path or cd relative path (see below).

absolute paths 

An "absolute path" is easily recognized from the first /. It means that you start at the top and continue down.

For example to get to /boot/grub you would type:

cd /boot/grub

This is an absolute path because you start at the top of the hierarchy and go from there (it doesn't matter where you are currently).

relative paths 

A "relative path" doesn't have a preceding slash. They are there when you change to a sub-directory when you are already below the root directory.

For example if you are in root's home directory and wanted to get to /root/music, you would type:

cd music

ls 

List files and directories. Simply typing "ls" will list files and directories but will not list hidden files or directories (starting their name with a '.').

Example options:

· ls -l -- long style, this will list permissions, file size, modification date, ownership.

· ls -a -- this means "show all", this will show hidden files, by default any file or directory starting with '.' will not be shown.

· ls -d -- list directories only

· ls -F -- append symbols to particular files, such as * (asterisk) for executable files.

· ls -S -- sort the contents of a directory be size in descending order

· ls -R -- (recursive) to list everything in the directories below as well as the current directory

Depending on how your aliases are setup you can also use l, la (list all) and ll (list long...) to perform the above commands. For more options see the manual page.

Command syntax, either:

ls -options

This would simply list everything in the current directory, the options are not required (options such as -l, -a et cetera).

ls -options string

This would list files using a certain string, the string can contain various standard wildcards to list multiple files 

You can use ls -d to show directories that match an exact string or with wildcards. You can also use ls -d */ to list all subdirectories of the current directory. Examples for ls -d:

ls -d */

This will list all subdirectories of current directory.

ls -d string*

This will list directories that start with "string".

ls -d /usr/*/*/doc
This would list all directories that are 2 levels below the /usr/ directory and have a directory called "doc".

mkdir 

Make a directory. Use mkdir -p to create subdirectories automatically. Note: directories are sometimes called folders in other operating systems (such as Windows).

Examples:

mkdir -p /home/matt/work/maths

This would create the directories "work" and "maths" under matt's home directory (if matt's home directory didn't exist it would create that too).

mkdir foo

This would create a directory in the current path named "foo".

rm 

Remove/delete a file(s) or directories(s). You can use standard wildcards with this command 

Command syntax:

rm -options file_or_folde

You can of course use standard wildcards to delete multiple files or multiple directories and files.

Use the -R or -r option to remove recursively (ie. remove everything within subdirectories) and the -f option to force removal (useful when you don't want to be prompted).

To remove files with special characters, for example, "da*d" type:

rm -- da*d

After the "--" it uses everything literally instead of using them as standard wildcards. This may be useful when you need to delete a filename containing weird symbols (this also works on other tools).

rmdir 

Remove an empty directory. If you wanted to remove a directory with files in it use: rm -R directory read above for information on rm -R.

Command syntax:

rmdir directory

This will only remove directory if it's empty otherwise it will exit with an error message.

mv 

Move a file or a directory to a new location or rename a file/directory.

Rename example:

mv filename1 filename2

This would rename filename1 to filename2.

To move a file or directory, simply type:

mv original_file_or_folder new_location

cp 

Copy a file, has a number of useful options to used when copying files, such as -R (or -r) will recursively copy directories and subdirectories.

Command syntax:

cp -options file_or_files new_name_place

Examples:

cp file1 file2

Simply copy file1 to file2 (in the same directory).

cp /tmp/file1 ~/file2 /mnt/win_c

Where the last option is the directory to be copied to, this would copy 2 files from different areas of the hard disk to /mnt/win_c.

cp -R directory_and_or_files new_location

This command will copy directories (and all subdirectories) and/or files to new_location
ln 

Create a link to a file. There are 2 types of links:

Hard links 

Hard links are considered pointers to a file (the number is listed by typing ls -l). Each hard-link is a reference to a file. The file itself only goes away when all hard-links are deleted. If you delete the original file and there are hard links to it the original file will remain. Example:

ln target_name link_name

This will create a "hard link" to target_name called link_name. You need to delete both of these to remove the file.

Symbolic links 

Symbolic links are created by using ln -s when you remove the original file the symbolic link becomes broken, a symbolic link is equivalent to a Windows "short-cut". The advantage of symbolic links is that they can be put on another file-system, while hard-links can only exist on the same file-system. For example:

ln -s target_name link_name

This creates a symbolic link to target_name called link_name, if you delete the original file the symbolic link won't work (a broken link).

Checking and Fixing FileSystem Errors

How do filesystems sustain damage? What is fsck?

When a machine loses power without being properly shut down, data can be lost. On a multi-user machine, data loss is almost assured. The reason for this is that, for efficiency's sake, not every change to a file is written directly to the files itself. Instead, the changes are recorded in memory buffers that temporarily hold part of the files' contents. That way, small changes can be collected in the buffer and written to disk all at once, sidestepping the extreme slowness of disk I/O. The act of writing a buffer's contents to disk is called flushing or syncing. When a machine goes down without syncing, the changes in memory are lost. 

What is fsck?

Fortunately, it is at least possible to deduce which files were open when the machine went down and restore the filesystem to a consistent state. The command that does this work is called fsck (in abbreviation of "filesystem check"). 

The main useful options to fsck allow you to: 

· Check several filesystems in parallel. This option works faster than checking the systems in succession. It is generally used for the initial check and repair of all the filesystems on a machine after it loses power. If fsck finds problems that it cannot correct automatically, it is necessary to 

· Repair a filesystem by hand, which involves saving the contents of unlinked inodes in a top-level directory of the filesystem called lost+found/. This action implies a loss of data, which is the reason fsck will not do it automatically. Normally this interactive mode and the parallel mode described above cannot be used in conjunction. 

· Repair a filesystem automatically, which is equivalent to repairing it by hand and answering "yes" to every question about whether to place an inode's contents in lost+found/. This option is usually mutually exclusive with the parallel-checking option. 

Running fsck
fsck performs low-level operations on a disk, treating it as a raw device rather than a filesystem (i.e. a character device rather than a block device). For that reason, it is necessary to unmount a filesystem before checking it. Otherwise high-level filesystem activity would cause the memory buffers to drift out of sync with the disk, effectively causing the whole problem that required you to run fsck, all over again. 

The root (/) filesystem cannot be unmounted, since it contains the fsck executable itself.  If the root filesystem does sustain damage, it must be repaired either by booting the system in single-user mode to assure that there will be no filesystem activity other than the work of fsck itself, or by using emergency boot media with a root image and another copy of the fsck executable, and then unmounting the root filesystem. The first method will fail in the case that the fsck executable itself is damaged, so the second method is preferable. 

File Permissions

In a secure multi-user environment like Linux, file permissions access rights are defined. However, these access rights can cause problems for new users who are used to the access-anything style of DOS/Windows. This is a short guide aimed at such novice users that explains the basics and also the commands that are used to manage and administer these permissions. 

Linux is a proper multi-user environment. In a multi-user environment, security of user and system data is very important. Access should be given only to users who need to access the data. Since Linux is essentially a server OS, good and efficient file security is built right into Linux. Of course, such security does create problems for users, especially novice users. Many user queries are due to incorrect file permissions or just because a user ignores that fact that the file permissions do not allow access. 

First, let's check out the file permissions. File permissions are defined for users, groups and others. User would be the username that you are logging in as. Further more, users can be organized into groups for better administration and control. Each user will belong to at least one default group. Others include anyone the above categories exclude. 

Given below is the result of an 'ls -l' 

drwxr-x--- 2 mayank freeos 4096 Dec 28 04:09 tmp
-rw-r--r-- 1 mayank freeos 969 Dec 21 02:32 foo
-rwxr-xr-x 1 mayank freeos 345 Sep 1 04:12 somefile 

Relevant information in the first column here is the file type followed by the file permissions. The third and the fourth column show the owner of the file and the group that the file belongs to. 

The first entry here is tmp. The first character in the first column is 'd', which means the tmp is a directory. The other entries here are files, as indicated by the '-'. d rwx r-x --- file type users group others The next 9 characters define the file permissions. These permissions are given in groups of 3 each. The first 3 characters are the permissions for the owner of the file or directory. The next 3 are permissions for the group that the file is owned by and the final 3 characters define the access permissions for everyone not part of the group. There are 3 possible attributes that make up file access permissions. 

r - Read permission. Whether the file may be read. In the case of a directory, this would mean the ability to list the contents of the directory

w - Write permission. Whether the file may be written to or modified. For a directory, this defines whether you can make any changes to the contents of the directory. If write permission is not set then you will not be able to delete, rename or create a file.

x - Execute permission. Whether the file may be executed. In the case of a directory, this attribute decides whether you have permission to enter, run a search through that directory or execute some program from that directory. 

Take the permissions of tmp, which are drwxr-x---. The owner of this directory is user mayank and the group owner of the directory is freeos. The first 3 permission attributes are rwx. This permission allows full read, write and execute access to the directory to user mayank. So, mayank has full access here. The group permissions are r-x. There is no write permission given here so while members of the group freeos can change into the directory and list its contents, they cannot create new files or sub-directories. They also cannot delete any files or make changes to the directory content in any way. No one else has any access because the access attributes for others are empty (---). 

For foo the permissions are -rw-r--r--. Apply the above and you will see that the owner of the file (mayank) can read and modify the file (Read and Write access). Members of the group freeos can read the file but cannot modify it. Everyone else can also read the file but not make any changes to it. 

chmod
Now that you can read file permissions, you should learn about how you can set or modify permissions. You would use the chmod program for this. To change file permissions, you need to be either the user or root. The syntax of the chmod command is quite simple. File permissions may be defined for users (u), groups (g) and others (o). 

An example of the chmod command will be 

chmod u-x,g+w,o+rw somefile 

The chmod command here takes away execute permission from the user, sets the write access bit for the group and also gives read and write access to everyone else. The file permissions for the file before this command is executed are -rwxr-xr-. After this command, the file permissions are -rwxrwx---. First you choose to use 'u','g' or 'o' followed by '+' to add a permission, '-' to take it away and '=' to wipe out any previous  permission bits and set the permission bits to what is specified. You can also use 'a' to set a permission bit for all users. 

Let's take permissions of -rwxrwxrwx for somefile and work on them. 

chmod g-wx somefile 

We're removing write and execute permission for members of the group. The file will now have attributes of -rwxr-rwx. You can also specify permissions for users, groups or others in the same command, separated but commas. 

chmod g+wx,o-rwx somefile 

Group members have been given write and execute access but all access has been removed for users that are not members of that group. File permissions now are -rwxrwx---. 
chmod a+x somefile 

Give everyone execute access. Permissions now are -rwxrwx-x. Specifying 'a' here is not essential. You could simply say '+x' here; 'all' is assumed by default. So, the command chmod +x somefile is equivalent to the one above. 

chmod go-rx somefile 

If the same permission bits are to be set/unset for users, groups or others then you can club them together as above. File permissions now are -rwx-w----. 
chmod ug=rwx somefile 

This sets the file permissions to exactly what is specified. Now, the file permissions become -rwxrwx---. 
chmod o=g somefile 

File permissions for others are set at the same level the permissions for the group are set. Permissions now are -rwxrwxrwx. 

There is another way in which you can specify the file permissions. The permission bits r,w and x are assigned a number. 

r = 4
w = 2
x = 1 

Now you can use numbers, which are the sum of the various permission bits. E.g - rwx will be 4+3+1 = 7. rx becomes 4+1 = 5. The chmod command now becomes 

chmod xyz filename 

Where x,y and z are numbers representing the permissions of user, group and others respectively. Each number is the sum of the permissions to be set and is calculated as given above. 

Chmod 644 somefile 

6 = 4 + 2 = rw 
4 = r
4 = r 

As you can see, the permissions for somefile are being set to -rwr--r--.  This is a simpler and quicker way of setting the file permissions. Refer to the table below as a quick reference. 

0 - ---
1 - --x
2 - -w-
3 - -wx 
4 - r--
5 - r-x
6 - rw-
7 – rwx

chown
In addition to the file permission, you can also modify the owner and group of the file. The chown program is used here and its syntax is very simple. You need to be the owner of a file or root to do this. 

chown changes the ownership rights of a file (hence the name 'chown' - change owner). This can only be used by root. Use the -R option to change things recursively, in other words, all matching files including those in subdirectories. 

Command syntax:

chown owner:group the_file_name

sticky bit 

Only the person who created the file may delete it, even if other people have write permission. You can turn it on by typing: 

chmod 1700 somefile (where 1 = sticky bit)

or (where t represents the sticky bit)

chmod +t somefile

To turn it off you would need to type:

chmod 0700 somefile (where the zero would mean no sticky bit)

or (where t represents the sticky bit)

chmod -t somefile

Note that the permissions aren't relevant in the numbers example, only the first number (1 = on, 0 = off).

chattr 

Change file system attributes (works on ext2fs and possibly others...). Use you can the -R option to change files recursively, chattr has a large number of attributes which can be set on a file, read the manual page for further information. 

Example:

chattr +i /sbin/lilo.conf

This sets the 'immutable' flag on a file. Use a '+' to add attributes and a '-' to take them away. The +i will prevent any changes (accidental or otherwise) to the "lilo.conf" file. If you wish to modify the lilo.conf file you will need to unset the immutable flag: chattr -i. Note some flags can only be used by root; -i, -a and others. 

Note there are many different attributes that chattr can change, here are a few more which may be useful: 

A 

(No Access time.) If a file or directory has this attribute set, whenever it is accessed, either for reading of for writing, it's last access time will not be updated. This can be useful, for example, on files or directories which are very often accessed for reading, especially since this parameter is the only one which changes on an inode when it's opened read-only. 

a 

(Append only.) If a file has this attribute set and is open for writing, the only operation possible will be to append data to it's previous contents. For a directory, this means that you can only add files to it, but not rename or delete any existing file. Only root can set or clear this attribute. 

s 

(Secure deletion.) When such a file or directory with this attribute set is deleted, the blocks it was occupying on disk are written back with zeroes (similar to using shred). 

lsattr 

(List attributes). This will list if whether a file has any special attributes (as set by chattr). Use the -R option to list recursively and try using the -d option to list directories like other files rather than listing their contents.

Command syntax:

lsattr

This will list files in the current directory, you may also like to specify a directory or a file: 

lsattr /directory/or/file

Finding information about the system

System Information

/proc 

The files under the /proc (process information pseudo file-system) show various information about the system. Consider it a window to the information that the kernel uses. 

For example: cat /proc/cpuinfo, displays information about the CPU. Or you could use: less /proc/modules and view information on what kernel-modules are loaded on your system.

dmesg 

dmesg can be used to print (or control) the "kernel ring buffer". dmesg is generally used to print the contents of your bootup messages displayed by the kernel. This is often useful when debugging problems.

Simply type:

dmesg

df 

Displays information about the space on mounted file-systems. Use the -h option to have df list the space in a 'human readable' format. ie. If there are 1024 kilobytes left (approximately) then df will say there is 1MB left.

Command syntax:

df -options /dev/hdx

The latter part is optional, you can simply use df with or without options to list space on all file-systems.

du 

Displays information about file size. Use du filename to display the size of a particular file. If you use it on directories it will display the information on the size of the files in the directory and each subdirectory.

Use the -h option for "human readable" and the -s option for summary. Using the -hs options on a directory will display the total size of the directory and all subdirectories.

Command syntax:

du -options file_directory_or_files

The latter part is optional, you can simply use du with or without options to list space on all file-systems. Example:

du -hs *

This command will list the size of all files in the current directory and it will list the size of subdirectories, it will list things in human-readable sizes using 1024 Kb is a Megabyte, M for megabyte, K for kilobyte etc.

file 

Attempts to find out what type of file it is, for example it may say it's: binary, an image file (well it will say jpeg, bmp etc.), ASCII text, C header file and many other kinds of files, it's a very useful utility.

Command syntax:

file file_name

stat 

Tells you detailed information about a file, including inode number creation/access date. Also has many advanced options and uses.

For simple use type:

stat file

whereis 

whereis locates where the binary, source, and manual page is for a particular program, it uses exact matches only, if you only know part of the name use slocate.

Command syntax:

whereis program_name

which 

Virtually the same as whereis, except it only finds the executable (the physical program). It only looks in the PATH (environment variable) of a users shell.

Use the -a option to list all occurrences of the particular program name in your path (so if there’s more than one you can see it).

Command syntax:

which program_name

slocate 

slocate outputs a list of all files on the system that match the pattern, giving their full path name (it doesn't have to be an exact match, anything which contains the word is shown).

Note: secure locate is a replacement for locate, both have identical syntax. On most distributions locate is an alias to slocate.

Command syntax:

slocate string

touch 

This command is used to create empty files, simply do touch file_name. It is also used to update the timestamps on files.

touch can be used to change the time and/or date of a file:

touch -t 05070915 my_report.txt

This command would change the time stamp on my_report.txt so that it would look like you created it at 9:15. The first four digits stand for May 7th (0507), in MM-DD (American style), and the last four (0915) the time, 9:15 in the morning.

Instead of using plain numbers to change the time, you can use options similar to that of the date tool. For example:

touch -d '5 May 2000' some_file.txt

You can also use --date= instead of -d. 

who 

Displays information on which users are logged into the system including the time they logged in.

Command syntax:

who

w 

Displays information on who is logged into the system and what they are doing (ie. the processes they are running). It's similar to who but displays slightly different information.

Command syntax:

w

users 

Very similar to who except it only prints out the user names who are currently logged in. (Doesn't need or take any options).

Command syntax:

users 

last 

Displays records of when various users have logged in or out. This includes information on when the computer was rebooted.

To execute this simply type:

last

lastlog 

Displays a list of users and what day/time they logged into the system.

Simply type:

lastlog

whoami 

Tells the user who they are currently logged in as. Doesn't need or take any options.

Simply type:

whoami

logname 

Prints the user name the user used to login, possibly useful if you use su a lot. Doesn't need or take any options.

Simply type:

logname

free 

Displays memory statistics. (total, free, used, cached, swap). Use the -t option to display totals of everything and use the -m to display memory in megabytes.

Example:

free -tm

This will display the memory usage including totals in megabytes.

uptime 

Print how long the computer has been "up" (ie. how long the computer has been on). It also displays the number of users and the processor load (how hard the CPU has been worked...).

Note: the w command displays uptime's output as the top line of its output when it is executed (ie. you could use w instead...).

time 

If you are looking for how to change the time please refer to date here: time is a utility to measure the amount of time it takes a program to execute. It also measures CPU usage and displays statistics.

Use time -v (verbose mode) to display even more detailed statistics about the particular program.

Example usage:

time program_name options

uname 

uname is used to print information on the system such as OS type, kernel version et cetera.

Some uname options:

· -a print all the available information

· -m print only information related to the machine itself.

· -n print only the machine hostname. -r print the release number of the current kernel.

· -s print the operating system name

· -p print the processor type.

Command syntax:

uname -options

xargs 

Note that xargs is an advanced, confusing, yet powerful command. xargs is a command used to run other commands as many times as necessary, this way it prevents any kind of overload... When you run a command then | xargs command2. The results of command1 will be passed to command2.

Understanding xargs tends to be very difficult. Refer to the examples below.

Examples:

ls | xargs grep work

The first command is obvious, it will list the files in the current directory. For each line of output of ls, xargs will run grep on that particular line and look for the string "work", the output would look like:

file_name: results_of_grep 

If grep didn't find the word then there would be no output if it had an error then it will output the error. Obviously this isn't very useful, its just an example...

xargs also takes various options:

· -nx will group the first x commands together

· -lx xargs will execute the command for every x number of lines of input

· -p prompt whether or not to execute this particular string

· -t (tell) be verbose, echo each command before performing it

· -i will use substitution similar to find's -exec option, it will execute certain commands on something.

Example:

ls dir1 | xargs -i mv dir1/'{}' dir2/'{}'

The {} would be substituted for the current input (in this example the current file/directory) listed within the directory. The above command would move every file listed in dir1 to dir2. Obviously this command won't be too useful, it would be easier to go to dir1 and type mv * ..dir2/
Here is a more useful example:

\ls *.wav | xargs -i lame -h '{}' '{}'.mp3

This would find all wave files within the current directory and convert them to mp3 files (encoded with lame) and append a .mp3 to the end of the file, unfortunately it doesn't remove the .wav and so it’s not too useful...but it works.

Date/Time/Calendars

date 

Tells you the date (and the time) and is also used to set the date/time.

To set the date, type date MM:DD:YYYY (American style date) where MM is month, DD is the number of days within the month and YYYY is the year.

For example to set the date to the 1st January 2000 you would type:

date 01:01:2000

To set the time (where the -s option is to set a new time), type:

date -s hh:mm:ss

Another useful option you can use is --date="string" (or -d "string") option to display a date from x days ago or in x days (or x weeks, months, years etc.). See the examples below.

Examples:

date --date="3 months 1 day ago"

This will print the date 3 months and 1 day ago from the current date. Note that --date="x month x day ago" and -d "x month x day ago" are equivalent.

date -d "3 days"

The above command will print the date 3 days forward from now.

cal 

Typing cal will give you the calendar of the present month on your screen, in the nice standard calendar format. There are various options to customize the calendar, refer to the info/man page.

Example:

cal -y year

Will display a calendar for a specific year, simply use cal -y to print the calendar for the current year.

Finding Information on Hard Disks/Partitions

There are a number of ways to find out information on your hard disk drives.

Using the proc filesystem

You can look through the information in the relevant area of the proc filesystem, under the directory of either /proc/ide/ or /proc/ide?/hd? where the first question mark is a number and the second is a letter (starting with 'a').

For example:

cd /proc/ide0/hda

Under this directory there will be various information on the hard drive or cdrom connected.

Using fdisk

Using fdisk with the -l option will output information on any hard drives connected to the system and information on their partitions (for example, the type of partition). Note that this can only be done as root.

Information relating to using fdisk to partition hard disks can be found in your distributions documentation, the fdisk manual page or online.

Finding Files

find 

find is a tool which looks for files on a filesystem. find has a large number of options which can be used to customize the search (refer to the manual/info pages).

Note: find works with standard wildcards 

Basic example:

find  / -name file

This would look for a file named "file" and start at the root directory (it will search all directories including those that are mounted filesystems).

The `-name' option is case sensitive you can use the `-iname' option to find something regardless of case.

Use the '-regex' and '-iregex' to find something according to a regular expression (either case sensitive or case insensitive respectively).

The '-exec' option is one of the more advanced find operations. It executes a command on the files it finds (such as moving or removing it or anything else....).

To use the -exec option: use find to find something, then add the -exec option to the end, then:

command_to_be_executed [image: image4.png]


  then '{}' (curly brackets) [image: image5.png]


 then the arguments (for example a new directory)  and finally a ';' [image: image6.png]


. 

See below for an example of use this command.




This is the tool you want to execute on the files find locates. For example if you wanted to remove everything it finds then you would use -exec rm -f 




The curly brackets are used in find to represent the current file which has been found. ie. If it found the file shopping.doc then {} would be substituted with shopping.doc. It would then continue to substitute {} for each file it finds. The brackets are normally protected by backslashes (\) or single-quotation marks ('), to stop bash expanding them (trying to interpret them as a special command eg. a wildcard). 




This is the symbol used by find to signal the end of the commands. It's usually protected by a backslash (\) or quotes to stop bash from trying to expand it. 

find / -name '*.doc' -exec cp '{}' /tmp/ ';'

The above command would find any files with the extension '.doc' and copy them to your /tmp directory, obviously this command is quite useless, it's just an example of what find can do. Note that the quotation marks are there to stop bash from trying to interpret the other characters as something.

Excluding particular folders with find can be quite confusing, but it may be necessary if you want to search your main disk (without searching every mounted filesystem). Use the -path option to exclude the particular folder (note cannot have a '/' (forward slash) on the end) and the -prune option to exclude the subdirectories. An example is below:

find / -path '/mnt/win_c' -prune -o -name "string" -print

This example will search your entire directory tree (everything that is mounted under it excluding /mnt/win_c and all of the subdirectories under /mnt/win_c. When using the -path option you can use wildcards.

Note that you could add more -path '/directory' statements on if you wanted.

Find has many, many different options, refer to the manual (and info) page for more details.

Controlling the system

Mounting and Unmounting (Accessing Floppy/CD-ROM/Hard-drive Partitions):

mount 

'mount' a device. Attach the device to the file-system hierarchy (the tree ( / )). This needs to be done so you can access the drive  

Examples of how to mount a file-system:

mount -t ext2 /dev/fd0 /mnt/floppy [image: image10.png]



mount -t iso9660 /dev/hdb /mnt/cdrom [image: image11.png]



mount -t iso /tmp/image_file /mnt/iso_file/ -o loop [image: image12.png]





  The windows filesystem is known as vfat (standard on Windows 9x) or NFTS (standard on Windows 2000 and XP). 



  for CDROM's 



  This will mount an image file (usually a CD image file) so you can view/change the files (it will appear to be like any other device). 

umount 

'unmount' a device. The command umount (no 'n' unmount's a device.) It removes it from the file-system hierarchy (the tree ( / )). This needs to be done before you remove a floppy/cdrom or any other removable device.

Examples of how to unmount a file-system (necessary before you eject/remove disk):

umount /mount_point

An example unmount point could be "/mnt/floppy" or "/mnt/cdrom".

Shutting Down/Rebooting the System

shutdown now 

shutdown the computer immediately (don't power down). Note that in Linux this kind of shutdown means to go to "single-user mode". Single user mode is a mode where only the administrator (root) has access to the computer; this mode is designed for maintenance and is often used for repairs.

For example this would take you to single user mode

shutdown now

shutdown -h now 

shutdown (-h = halt) the computer immediately. It begins the shutdown procedure, press cntrl-c (break-key) to stop it. After the end of the command you can also leave a message in quotation marks which will be broadcasted to all users, for example:

shutdown -h now "Warning system self malfunction, self-destruct imminent"

This would halt the system and send the message to anyone who was logged in.

Note you can put a time instead of now or +x minutes (any number of minutes is appropriate) or you can set an exact time. For example to shutdown at 11:50 type:

shutdown -h 11:50

halt 

Same as above, doesn't take any options, just shuts down immediately.

shutdown -r now 

shutdown (-r = reboot) the computer immediately. It begins the reboot procedure, press cntrl-c (break-key) to stop it. After the end of the command you can also leave a message in quotation marks which will be broadcasted to all users, for example:

shutdown -r now "Warning system rebooting, all files will be destroyed"

This would reboot the system and send the message to anyone who was logged in.

Note you can put a time instead of now or +x minutes (any number of minutes is appropriate) or you can set an exact time. For example to reboot at 11:50 type:

shutdown -r 11:50

reboot 

Same as above, doesn't take any options, reboots immediately.

Cntrl-Alt-Del 

(Key-combination) May be used from a terminal to reboot or shutdown, it depends on your system configuration. Note that this doesn't work from an xterminal. cntrl-alt-del begins the reboot/shutdown immediately, the user does not have to be logged in.

You can change the behavior of cntrl-alt-del from rebooting:
To disable cntrl-alt-del from rebooting your computer (or to have it do something different), you can edit the /etc/inittab file (as root). Here is how it looks:

# Trap CTRL-ALT-DELETE 

ca::ctrlaltdel:/sbin/shutdown -t3 -r now 

Note: # means a comment (and is not used). If you simply put a # (hash) before the command it would disable it (it would become a comment). You could also change the command it runs for example if you changed the -r to a -h the computer would turn off instead of rebooting, or you could have it do anything you want. It's up to your creativity to make it do something interesting.
Controlling Processes

ps 

Will give you a list of the processes running on your system. With no options, ps will list processes that belong to the current user and have a controlling terminal. Example options include:

· -aux -- list all running processes (by all users with some information).

· -a -- list all processes from all users.

· -u -- list more information including user names, %cpu usage, and %mem usage et cetera.

· -x -- list processes without controlling terminals.

· -l -- display different information including UID and nice value.

· --forest -- this makes it easier to see the process hierarchy, which will give you an indication of how the various processes on your system interrelate (although you should also try pstree).

For example to list all running processes with additional information, simply type:

ps -aux

pstree 

Displays the processes in the form of a tree structure (similar to how tree does it for directories). Use the -p option to show process id's.

Example:

pstree -p

This would list all processes and their ids.

pgrep 

(process grep). This command is useful for finding the process id of a particular process when you know part of its name. Use the -l option to list the name of the process as well and the -u option to search via a particular user(s). Normally pgrep will only return the pid number; this way you can use it with other commands.

Examples:

kill $(pgrep mozilla)

This would kill any process name that starts with mozilla. Note that this is the same as using pkill (see below).

To list processes id's and names type:

pgrep -l process_name

top 

Displays the 'top' (as in CPU usage) processes, provides more detail than ps. top also provides an updated display, it has many option that make it fully customizable, refer to the manual or info page for details.

kill 

To kill processes on your system, you will need their pid's or id's . Use ps or pstree to find out the process id's (pids), or use jobs to find out id's.

Examples:

kill pid

Simply kill a process (allow it time to save it's files and exit)

kill %id

Same as above, except it uses an id instead of a pid, you need to use a % (percent) when using an id to kill.

kill -kill pid

Force a process to be killed (won't allow files to be saved or updated); only use when necessary because all data that the program had will be lost.

There are also many other kill options such as kill -HUP (hangup)...refer to the manual/info pages for more information.

killall 

Kill a process by it's name (you can also use skill to do the same thing). Uses names instead of process id's (pids). Use -v to have killall report whether the kill was successful or not and -i for interactive mode (will prompt you before attempting to kill).

For example:

killall -iv mozilla

Would kill anything named "mozilla" and prompt you before each kill and report whether the kill was successful or not. Unfortunately you need to get the name exactly right for killall to work, you would need to use "mozilla-bin" to kill the mozilla browser. If you want something where you don't need to know the exact name try pkill (below).

pkill 

pkill is used to kill processes according to an extended regular expression. Use the -u option to kill using a user name(s) and process name (for example to only kill a process of a certain user). pkill can also send specific signals to processes.

For normal usage simply type:

pkill process_name

Note that the "process_name" doesn't have to be an exact match...

Or to kill the "process_name" of only the users "fred" and "anon" type:

pkill -u fred anon process_name

Cntrl-C 

The break key will kill (break) something that's running on your terminal.

Cntrl-z 

Stops jobs, puts them into the background. You can type bg to continue the process in the background or fg to bring the process back to the foreground.

Note: you may need to type jobs and then fg job_number if plain fg doesn't work.

jobs 

Prints currently running jobs, as in processes you have executed within the shell.

bg 

Backgrounds a process. To start a program in the background (so it doesn't take over the terminal) use an "&" (ampersand) sign at the end of the command. You usually use cntrl-z to suspend something you are currently using. You can simply use bg to resume in the background the last job suspended...

Command syntax:

bg job_number

or

bg job_name

fg 

Bring a process to the foreground, ie. so you can interact with it. It will use your current terminal. Note simply use fg to foreground the last job number suspended...

You can bring jobs to the foreground by name or by number (use jobs to find the number).

Command syntax:

fg job_number

or

fg job_name

nice 

Sets the priority for a process. nice -20 is max priority, nice 20 is min priority. You must be root to give a process a higher priority, but you can always lower the priority of your own processes....

Example:

nice -20 make

Would execute make and it would run at maximum priority.

renice 

Changes the priority of an existing command. You may use the options -u to change the priorities of all processes for a particular user name and -g to change priorities for all processes of a particular group. The default is to change via the process id number.

Example:

renice +20 2222

This would change the priority of process 2222 to +20 (minimum priority).

snice 

snice works very similarly to skill, only it changes the priority of the process(es). Its function is similar to that of renice only snice uses extended regular expressions. You can use the options, -u (user name), -p (process id), -c (command name), -t (tty number) to ensure correct interpretation. Also try using the -v option for verbose mode and -i for interactive mode.

Example:

snice -10 -u root

This would increase the priority of all root's processes.



Controlling Services

Concept Definitions

Linux uses scripts to control "daemons" which provide "services" (for example your sound output) to run a Linux system. Linux systems consist of a variety of services (daemons).

A "daemon" is a system process which runs in the background (zero interaction) performing a particular task.

Daemons normally have a "d" on the end of their name and either listen for certain events or perform a system task, for example sshd listens for secure shell requests to the particular machine and handles them when they occur.

Daemons usually perform critical system tasks such as control swap-space, memory management and various other tasks.

service 

service is a shell script available on Redhat systems which allows you to perform various tasks on services.

· Use the -s option to print the status of all services available

· Use the -f option followed by a service name to restart that particular service.

· Use the -R option to restart all services (note that this will kill any current services running, including X).

For example to restart the daemon sshd you would type:

service -f sshd

Using the script directly 

You may also execute the shell script directly from /etc/init.d. Simply go to that directory then type ./script_name.

Executing the script should return the options it can take, by default they will be:

· restart -- this will make the service stop and then start again.

· start -- this option will start a service (assuming its not running).

· stop -- this option will stop a service (assuming its running).

· status -- this option will tell you about the service

Recovering From a System Freeze

If your system is completely frozen, i.e. you can't kill processes or something quite severe has happened, you may find the following procedure useful to follow:

"...the "SysRq" ("System Request") sequence. The "SysRq" sequence involves pressing three keys at once, the left Alt key, the SysRq key (labeled PrintScreen on older keyboards) and a letter key.

· <Alt><SysRq-R> this puts the keyboard in "raw" mode. Now try pressing Alt-Ctrl-Backspace again to kill X. If that does not work, carry on.

· <Alt><SysRq-S> this attempts to write all unsaved data to disk ("sync" the disk).

· <Alt><SysRq-E> this sends a termination signal to all processes, except for init.

· <Alt><SysRq-I> this sends a kill signal to all processes, except for init.

· <Alt><SysRq-U> this attempts to re-mount all mounted filesystems read-only. This removes the "dirty flag" and will avoid a file system check upon reboot.

· <Alt><SysRq-B> this reboots the system. You might just as well press the "reset" button on your machine.


Network Commands

netstat 

Displays contents of /proc/net files. It works with the Linux Network Subsystem, it will tell you what the status of ports are ie. open, closed, waiting, masquerade connections. It will also display various other things. It has many different options.

tcpdump 

This is a sniffer, a program that captures packets off a network interface and interprets them for you. It understands all basic Internet protocols, and can be used to save entire packets for later inspection.

ping 

The ping command (named after the sound of an active sonar system) sends echo requests to the host you specify on the command line, and lists the responses received their round trip time.

You simply use ping as:

ping ip_or_host_name 

The host name will work if the IP address is listed in /etc/hosts (if it's within your network) or if your on the internet it will use the DNS system. Note to stop ping (otherwise it goes forever) use cntrl-c (break).

hostname 

Tells the user the host name of the computer they are logged into. Note: may be called host.
traceroute 

traceroute will show the route of a packet. It attempts to list the series of hosts through which your packets travel on their way to a given destination. Also have a look at xtraceroute (one of several graphical equivalents of this program).

Command syntax:

traceroute machine_name_or_ip

tracepath 

tracepath performs a very similar function to traceroute the main difference is that tracepath doesn't take complicated options and can be executed by non-root users.

Command syntax:

tracepath machine_name_or_ip

Network Configuration

ifconfig 

This command is used to configure network interfaces, or to display their current configuration. In addition to activating and deactivating interfaces with the "up" and "down" settings, this command is necessary for setting an interface's address information.

Use ifconfig as either:

ifconfig

This will simply list all information on all network devices currently up.

ifconfig eth0 down

This will take eth0 (assuming the device exists) down, it won't be able to receive or send anything until you put it "up" again.

usernetctl 

Sometimes users are granted the ability to bring certain interfaces up or down on their own; this is the command they use. It is like an emasculated version of ifconfig that can only turn the interface on or off.

Which Files To Edit if Necessary

· /etc/sysconfig/network will contain entries for your host name, domain name, and gateway address (default router). 

· /etc/sysconfig/network-scripts/ifcfg-eth0 will contain entries for your IP number, netmask, and broadcast address. 

· /etc/hosts you will find your hostname and IP number as well. 

· /etc/nsswitch.conf specified the order in which DNS and hosts file are consulted. 

· /etc/resolv.conf will contain data about your domain, nameserver, and search paths. 

NFS (Network File System)

The Network File System (NFS) was developed to allow machines to mount a disk partition on a remote machine as if it were on a local hard drive. This allows for fast, seamless sharing of files across a network.

NFS can be set up by editing the configuration files associated with the NFS support or running applications to mount or dismount an NFS directory. Most of the Linux setup applications, such as linuxconf found in Red Hat Linux, can also be used to configure the NFS server and client. It is possible to use both configuration approaches.

NFS Startup and Server Support

NFS client and server support is actually built into the Linux kernel. The NFS server application is named rpc.nfsd and the client is rpc.mountd. There is also a quota support application named rps.rquotad. These NFS deamons are normally started at boot time from the script /etc/rc.d/init.d/nfs. 

The NFS script only operates if the /etc/exports file exists and is not empty (zero length). The /etc/exports NFS Server Support Dynamic sharing of directories is done by rpc.nfsd using the exportfs program that changes the /etc/exports file. The following is an example using exportfs: 

exportfs clientDomainName:/a/path/name/on/the/server

exportfs -o rw  :/a/path/name/on/the/server
The first exports the directory /a/path/name/on/the/server to a specified client. In this case the domain name is clientDomainName*.foo.com. This could also be an IP address or an IP address and subnet mask. NIS group names can also be used. The directory is exported as read-only when no options specified. 

The second instance of exportfs exports the same directory but allows the world to access it. The exportfs supports a number of options. In this case, the command allows read-write access. 
The exportfs program is also used to remove an export. This is done using the -u option as shown below: 

exportfs -u client DomainName:/a/path/name/on/the/server
The /etc/exports file is used to define exported NFS directories when NFS is started. Each line in the file defines the directory to be exported and how the directory can be accessed. The following is a sample /etc/exports file: 

/home/guest     (ro)

/pub                 *.local.dom(rw) (ro)
The first allows any user read-only access to the /home/guest directory. The second allows read-write access to computers with a domain name of local.dom and read-only access to everyone else. 

NFS Client Support

The NFS client support is done using the Linux mount application. The following is a sample command line for mounting an NFS directory: 

mount -t nfs -o rsize=1024,wsize=1024 client:/mnt/an/nfs/vol /mnt/nfs
This command explicitly declares the type as NFS (-t nfs). The rsize and wsize options specify buffer sizes that should be multiples of 1024. They can be omitted but larger values reserve larger buffers than may improve performance. Other options allow a directory to be specified as read-only or they can prevent applications in the directory or subdirectories from running. 

Dismounting a mounted NFS directory is done using the umount application. The following would dismount the /mnt/nfs directory. 

umount /mnt/nfs
Mounting a shared directory can also be done when Linux starts up. In this case, an entry, like the following, is added to the /etc/fstab file. This file is also used for other file systems as well such as Samba file systems: 

# device


mountpoint
fs-type
options


dump
fsckorder

client:/mnt/an/nfs/vol
/mnt/nfs

nfs
rsize=1024,wsize=1024
0
0
The linuxconf program can be used to make modifications to the /etc/fstab file. 

NFS Status

The NFS status application is named nfsstat. It provides details about an NFS server's NFS client and server connection information. Running the application without options displays all information

Remote Administration Related

ssh 

Secure shell, remotely login on a machine running the sshd daemon. Once you are logged in you have a secure shell and are able to execute various commands on that computer such as copy files, shut it down etc. Or you can use ssh with a full hostname to connect to a remote machine (as in across the internet).

Examples:

ssh hostname

Connect to a remote system with your current user name, you will obviously need the password of the user on the other machine.

ssh username@hostname 

Connect to a remote system with a different user name; you will obviously need the password of the user on the other machine.

scp 

Secure copy, part of the ssh package. It allows you to copy files from one computer to another computer, use -r to copy recursively (copy entire directories and subdirectories).

The example below copies all files from the current directory (not including any directories), the command will login to "new" using the username of the person currently logged in on the local computer, the files will be copied to the root directory of the remote computer called "new" (which is on the LAN):

scp * @new:/

You could also copy files from another computer to another computer. Let's say you are on a computer called "p100". And you want to copy files (and directories) from "hp166" (in the /tmp directory) to "new" and put the files in new's temporary directory. You could do:

scp -r hp166:/tmp new:/tmp

Assuming you were logged in as "fred" you would need passwords for user "fred" on the computers hp166 and new. Add a user_name@ before the computer name to login under a different user name.

For example to perform the above command with user "root" on hp166 and "anon" on new you would type:

scp -r root@hp166:/tmp anon@new:/tmp

sftp 

Secure ftp, another part of the ssh package. This command is similar to ftp but uses an encrypted tunnel to connect to an ftp server and is therefore more secure than just plain ftp.

The command usage is very similar to ftp (the command-line tool), sftp (once running) uses commands such as help (for help), put (send files to the server), get (download files from the server) and various others, refer to the manual page and internal documentation for further details.

Internet Specific Commands

host 

Performs a simple lookup of an internet address using the Domain Name System (DNS). Simply type:

host ip_address

or

host domain_name

dig 

The "domain information groper" tool. More advanced then host... Give a host-name as an argument to output information about that host, including it's IP address, hostname and various other information. Example, to look up information about "www.amazon.com" type:

dig www.amazon.com

To find the host name for a given IP address (i.e. a reverse lookup), use dig with the `-x' option.

dig -x 100.42.30.95

This will look up the address (which may or may not exist) and returns the address of the host, eg. if that was the address of http://slashdot.org then it would return "http://slashdot.org".

dig takes a huge number of options (at the point of being too many), refer to the manual page for more information.

whois 

Is used to look up the contact information from the "whois" databases, the servers are only likely to hold major sites. Note that contact information is likely to be hidden or restricted as it is often abused by crackers and others looking for a way to cause malicious damage to organizations.

wget 

(GNU Web get) used to download files from the World Wide Web. To archive a single Web site, use the -m or --mirror (mirror) option. Use the -nc (no clobber) option to stop wget from overwriting a file if you already have it. Use the -c or --continue option to continue a file that was unfinished by wget or another program. 

Simple usage example:

wget url_for_file

This would simply get a file from a site.

wget can also retrieve multiple files using standard wildcards (the same as the type used in bash, like *, [ ], ?. Simply use wget normally but use single quotation marks (' ') on the URL (to stop bash from expanding the wildcards).

Advanced usage example, (used from wget manual page):

wget --spider --force-html -i bookmarks.html

This will parse the file bookmarks.html and check that all the links exist.

Advanced usage; this is how you can download multiple files using http (using a wildcard). Notes: http doesn't support downloading using standard wildcards, ftp does, so you may use wildcards with ftp and it will work fine. A work-around for this http limitation is shown below:

wget -r -l1 --no-parent -A.gif http://www.website.com

This will download (recursively), to a depth of one (i.e. in the current directory and not below that), and will ignore references to the parent directory, and downloads anything that ends in .gif. If you wanted to download say, anything that ends with pdf as well than add a -A.pdf before the website address. Simply change the website address and the type of file being downloaded to download something else. Note that doing -A.gif is the same as doing -A '*.gif'.

wget has many more options refer to the examples section of the manual page, this tool is very well documented.

curl 

curl is another remote downloader. This remote downloader is designed to work without user interaction and supports a variety of protocols, can upload/download and a large number of ticks/work-arounds for various things. It can access dictionary servers (dict), ldap servers, ftp, http, gopher, see the manual page for full details.

To access the full manual (which is huge) for this command type:

curl -M

For general usage you can use it like wget. You can also login using a user name by using the -u option and typing your username and password like this:

curl -u username:password http://www.placetodownload/file

To upload using ftp you the -T option:

curl -T file_name ftp://ftp.uploadsite.com

To continue a file use the -C option:

curl -C - -o file http://www.site.com

Diskless Linux

Network booting

For systems without a disk drive, they are going to have to use some other device as the source of the boot loader (e.g. "LILO" or "GRUB") and bootable image (e.g. "vmlinuz"). Diskless computers lack any kind of local persistent storage including hard disk drives, floppies and CD-ROMs. This leaves network booting as the only alternative.

Back in the Good Old Days of low-numbered RFCs, the best way to boot a diskless machine (was to have it run BOOTP to obtain an IP address and the name of a boot image file from a BOOTP server, then use TFTP to download the boot image from a possibly different server and launch itself from there. Not a whole lot has changed since then except that BOOTP has been expanded and renamed DHCP, and the processes of getting a bootable image to the client is done in two steps on PCs: first a boot loader is downloaded and started, which will then download and start the operating system image. 

This approach discusses network booting using a PXE boot ROM. PXE stands for "Preboot eXecution Environment", and is a result of Intel's "Wired for Management" initiative. It is a boot ROM standard that is becoming increasingly popular, and several vendors including Intel and 3Com, are offering products which implement it on their NICs. There is also a project to develop an open-source PXE implementation called NILO, for "Network Interface Loader". 

The way PXE works is if the NIC is chosen by the motherboard BIOS as the boot device it broadcasts DHCP requests and waits for a response from a server that contains PXE extensions. If it receives such a response, then the NIC assumes that the boot loader file specified in the response can run under PXE, and it will download the boot loader and start it. Before transferring control to the boot loader, the PXE ROM will also put the network parameters from the DHCP response into a known location in memory where the boot loader has access to them. The boot loader will use this information to start a second round of TFTP to download a bootable image from the sever and start it. If the bootable image is a Linux kernel, then you have successfully booted from the network. 

Kernel-Level IP Configuration

Diskless computers are creatures of the network they live on, and so one of the most critical steps of the boot process is to get the network interfaces configured. The Linux kernel provides a facility called "Kernel-level configuration" which allows the kernel to configure its network interface at a very early stage of the boot process, even before the root file system is mounted.

RAM disk root file system

After the kernel-level IP configuration is finished, the next thing the kernel is going to do is look for a root file system. The boot loader will TFTP down a compressed file system image and hand it to the Linux kernel to decompress and load into a RAM disk to be used as the root file system.

The way you get the kernel to use a RAM disk root file system is to exploit the "initial RAM disk" feature of the kernel. This feature is fully described in /usr/src/linux/Documentation/initrd.txt. Briefly, the way it works is the boot loader hands the kernel a compressed file system image which the kernel expands and mounts as root. Then the kernel looks for a script called /linuxrc and will run it if it exists. This script would normally be used to load kernel modules, although it could be used for anything. Once the script finishes, the kernel would unmount the RAM disk and then proceed with the normal boot up process. If this script is missing, the RAM disk will remain mounted as root and the kernel will continue with the boot up procedure from there. This is how you can get your box to run out of a RAM disk: if there is no /linuxrc script in the initial RAM disk then it will become a permanent RAM disk. 

Putting it all together

1. PXE ROMs are selected as the boot device. 

2. PXE ROMs DHCP an IP address, the address of a boot server, and the name of a boot loader. (/etc/dhcpd.conf configuration file)

3. PXE ROMs stash the IP configuration into a known location in memory, download the boot loader (pxelinux) and start it. This configuration file contains the name of the boot image (i.e. the Linux kernel) that pxelinux should download and any kernel parameters that pxelinux should give to it. In addition, if one of these kernel parameters specifies an initial RAM disk for the kernel, pxelinux will download the compressed file system image before starting the kernel. 

4. pxelinux reads the IP configuration and downloads a corresponding configuration file. 

The pxelinux configuration file for a boot client is found in the directory /tftpboot/linux/pxelinux.cfg and given a name which is the client's IP address in hexadecimal. 

If the file does not exist when pxelinux tries to download it, it will remove the last octet and try again, repeating until it runs out of octets. For example, if the client was assigned address 192.168.1.2, then it will try to download the following configuration files from the boot server 

/tftpboot/pxelinux.cfg/C0A80102

/tftpboot/pxelinux.cfg/C0A801

/tftpboot/pxelinux.cfg/C0A8

/tftpboot/pxelinux.cfg/C0

stopping at the first one that succeeds, and giving up if the last one fails. In the case of a network of identical nodes, this allows you to set up a single configuration file for the whole lot of them. 

5. pxelinux gets the name of the compressed Linux kernel and compressed RAM disk image from the configuration file, downloads those and starts the Linux kernel with parameters from the configuration file. 

The contents of the pxelinux configuration files look something like the following: 

DEFAULT linux

APPEND initrd=rootfs.gz root=/dev/ram rw ip=192.168.1.2:192.168.1.1:192.168.1.1:255.255.255.0:node1:eth0:off

The DEFAULT line gives the name of the bootable image file, in this case the client will expect the file /tftpboot/linux on the server to contain a compressed linux kernel image. The APPEND line is a list of parameters passed to the kernel when it boots. The example above deserves some scrutiny. 

· initrd=rootfs.gz: this is more like a directive to pxelinux than to the kernel itself. It tells it to download the file /tftpboot/linux/rootfs.gz and pass it to the kernel which will consider it to be a compressed file system image. 

· root=/dev/ram: normally, after uncompressing and mounting the initial RAM disk, Linux will look for a script called /linuxrc, and once it finishes running will unmount the RAM disk and then mount the "real" root file system. If no such script exists, then the normal boot procedure is followed with the RAM disk remaining mounted as root. 

· rw: no need to mount the root file system read-only; it's a RAM disk so we aren't going to fsck it. 

· ip=192.168.1.2:192.168.1.1:192.168.1.1:255.255.255.0:node1:eth0:off : a very long, complicated and important option. These options are, in order: client IP address, server IP address, default gw IP address, netmask, client host name, device, and autoconfig protocol. 

6. The Linux kernel uncompresses the RAM disk image and mounts it as root, then looks for the script /linuxrc. 

7. When it doesn't find /linuxrc, the kernel continues the boot up process with the RAM disk still mounted as root. 

8. The kernel tries to mount a "real" root file system, which turns out to be the same RAM disk because of the root= kernel parameter from the pxelinux configuration file. 

9. The kernel NFS mounts /usr (for cots software) read-only. 

10.  The kernel NFS mounts /sqq89 (for tactical software), and boot up completes normally. 

Using vi

The Basics

The aim of this section is to get you started using the vi editor. This assumes no vi experience, so you will be exposed to the ten most basic commands. These fundamental commands are enough to perform the bulk of your editing needs, and you can expand your vi vocabulary as needed. I’ve created an accelerated "cheat sheet" seen below in Figure 3, this aims to make you a proficient vi user without requiring a huge time commitment. 

Figure 3: vi Accelerated "Cheat Sheet"

Invoking vi

To invoke vi, simply type the letters vi followed by the name of the file you wish to create. You will see a screen with a column of tildes along the left side. vi is now in command mode. Anything you type will be understood as a command, not as text to be input. In order to input text, you must type a command. The two basic input commands are the following: 

	i
	insert text to the left of the cursor

	a
	append text to the right of the cursor


Since you are at the beginning of an empty file, it doesn't matter which of these you type. Type one of them, and then type in the following text (a poem by Augustus DeMorgan): 

 Great fleas have little fleas<Enter>

 upon their backs to bite 'em,<Enter>

 And little fleas have lesser fleas<Enter>

 and so ad infinitum.<Enter>

 And the great fleas themselves, in turn,<Enter>

 have greater fleas to go on;<Enter>

 While these again have greater still,<Enter>

 and greater still, and so on.<Enter>

 <Esc>
Note that you press the [ Esc ] key to end insertion and return to command mode.

Cursor Movement Commands

	h
	move the cursor one space to the left

	j
	move the cursor one space down

	k
	move the cursor one space up

	l
	move the cursor one space to the right


These commands may be repeated by holding the key down. Try moving around in your text now. If you attempt an impossible movement, e.g., pressing the letter k when the cursor is on the top line, the screen will flash, or the terminal will beep. Don't worry, it won't bite, and your file will not be harmed.

Deleting Text

	x
	delete the character at the cursor

	dd
	delete a line


Move the cursor to the second line and position it so that it is underneath the apostrophe in 'em. Press the letter [ x ] , and the ' will disappear. Now press the letter [ i ] to move into insert mode and type the letters th. Press [ Esc ] when you are finished.

File Saving

	:w
	save (write to disk)

	:q
	exit


Make sure you are in command mode by pressing the [ Esc ] key. Now type :w. This will save your work by writing it to a disk file. 

The command for quitting vi is [ q ] . If you wish to combine saving and quitting, just type :wq. T 

If you have hopelessly messed things up and just want to start all over again, you can type :q! (Remember to press the [ Esc ] key first). If you omit the !, vi will not allow you to quit without saving. 

What's Next

The ten commands you have just learned should be enough for your work. However, you have just scratched the surface of the vi editor. There are commands to copy material from one place in a file to another, to move material from one place in a file to another, to move material from one file to another, to fine tune the editor to your personal tastes, etc. In all, there about 150 commands.

Moving Around

The most basic functionality of an editor is to move the cursor around in the text. Here are more movement commands. 

	h
	 move the cursor one space to the left

	j
	 move one line down

	k
	 move one line up

	l
	 move one line right


Some implementations also allow the arrows keys to move the cursor.

	w
	move to the start of the next word

	e
	move to the end of the next word

	E
	move to the end of the next word before a space

	b
	move to the start of the previous word

	0
	move to the start of the line

	^
	move to the first word of the current line

	$
	move to the end of the line

	<CR>
	move to the start of the next line

	-
	move to the start of the previous line

	G
	move to the end of the file

	1G
	move to the start of the file

	nG
	move to line number n

	<Cntl> G
	display the current line number

	%
	to the matching bracket

	H
	top line of the screen

	M
	middle line of the screen

	L
	bottom of the screen

	n|
	more cursor to column n


The screen will automatically scroll when the cursor reaches either the top or the bottom of the screen. There are alternative commands which can control scrolling the text. 

	<Cntl> f
	scroll forward a screen

	<Cntl> b
	scroll backward a screen

	<Cntl> d
	scroll down half a screen

	<Cntl> u
	scroll down half a screen


The above commands control cursor movement. Some of the commands use a command modifier in the form of a number preceding the command. This feature will usually repeat the command that number of times. 

To move the cursor a number of positions left. 

	nh
	move the cursor n positions left


If you wanted to enter a number or spaces in front of the some text you could use the command modifier to the insert command. Enter the repeat number then [ i ] followed by the space then press [ ESC ] . 

	ni
	insert some text and repeat the text n times.


The commands that deal with lines use the modifier to refer to line numbers. The [ G ] is a good example. 

	1G
	Move the cursor to the first line.


vi has a large set of commands which can be used to move the cursor around the file. Single character movement through to direct line placement of the cursor. vi can also place the cursor at a selected line from the command line. 

 vi +10 myfile.tex
This command opens the file called myfile.tex and places the cursor 10 lines down from the start of the file. 

Try out some of the commands in this section. Very few people can remember all of them in one session. Most users use only a subset of the above commands. 

You can move around, so how do you change the text? 

Modifying Text

The aim is to change the contents of the file and vi offers a very large set of commands to help in this process. 

This section will focus on adding text, changing the existing text and deleting the text. At the end of this section you will have the knowledge to create any text file desired. The remaining sections focus on more desirable and convenient commands. 

When entering text, multiple lines can be entered by using the           [ Enter ] key. If a typing mistake needs to be corrected and you are on the entering text on the line in question. You can use the                [ Backspace ] key to move the cursor over the text. The different implementations of vi behave differently. Some just move the cursor back and the text can still be viewed and accepted. Others will remove the text as you backspace. Some clones even allow the arrow keys to be used to move the cursor when in input mode. This is not normal vi behavior. If the text is visible and you use the [ Esc ] key when on the line you have backspaced on the text after the cursor will be cleared. Use your editor to become accustomed to its' behavior. 

	a
	Append some text from the current cursor position

	A
	Append at the end of the line

	i
	Insert text to the Left of the cursor

	I
	Inserts text to the Left of the first non-white character on current line

	o
	Open a new line and adds text Below current line

	O
	Open a new line and adds text Above the current line


We give it and we take it away. vi has a small set of delete commands which can be enhanced with the use of command modifiers.

	x
	Delete one character from under the cursor

	dw
	Delete from the current position to the end of the word

	dd
	Delete the current line.

	D
	Delete from the current position to the end of the line


The modifiers can be used to add greater power to the commands. The following examples are a subset of the possibilities.

	nx
	Delete n characters from under the cursor

	ndd
	Delete n lines

	dnw
	Deletes n words. (Same as ndw)

	dG
	Delete from the current position to the end of the file

	d1G
	Delete from the current position to the start of the file

	d$
	Delete from current position to the end of the line (This is the same as D)

	dn$
	Delete from current line the end of the nth line


The above command list shows the delete operating can be very powerful. This is evident when applied in combination with the cursor movement commands. One command to note is [ D ] since it ignores the modifier directives. 

On occasions you may need to undo the changes. The following commands restore the text after changes. 

	u
	Undo the last command

	U
	Undo the current line from all changes on that line

	:e!
	Edit again. Restores to the state of the last save


Not only does this allow you to undo changes, it can reverse the undo. Using the command [ 5dd ] delete 5 lines then restore the lines with
[ u ] . The changes can be restored by the [ u ] again. 

vi offers commands which allow changes to the text to be made without first deleting then typing in the new version. 

	rc
	Replace the character under the cursor with c  (Moves cursor right if repeat modifier used eg 2rc)

	R
	Overwrites the text with the new text

	cw
	Changes the text of the current word

	c$
	Changes the text from current position to end of the line

	cnw
	Changes next n words.(same as ncw)

	cn$
	Changes to the end of the nth line

	C
	Changes to the end of the line (same as c$)

	cc
	Changes the current line

	s
	Substitutes text you type for the current character

	ns
	Substitutes text you type for the next n characters


The series of change commands which allow a string of characters to be entered are exited with the [ Esc ] key. 

The [ cw ] command started from the current location in the word to the end of the word. When using a change command that specifies a distance the change will apply. vi will place a $ at the last character position. The new text can overflow or underflow the original text length. 

Copying and Moving Sections of Text

Moving text involves a number of commands all combined to achieve the end result. This section will introduce named and unnamed buffers along with the commands which cut and paste the text. 

Coping text involves three main steps. 

· Yanking (copying) the text to a buffer. 

· Moving the cursor to the destination location. 

· Pasting (putting) the text to the edit buffer. 

To Yank text to the unnamed use [ y ] command 

	yy
	Move a copy of the current line to the unnamed buffer

	Y
	Move a copy of the current line to the unnamed buffer

	nyy
	Move the next n lines to the unnamed buffer

	nY
	Move the next n lines to the unnamed buffer

	yw
	Move a word to the unnamed buffer.

	ynw
	Move n words to the unnamed buffer.

	nyw
	Move n words to the unnamed buffer.

	y$
	Move the current position to the end of the line.


The unnamed buffer is a temporary buffer that is easily corrupted by other common commands. On occasions the text may be needed for a long period of time. In this case the named buffers would be used. vi has 26 named buffers. The buffers use the letters of the alphabet as the identification name. To distinguish the difference between a command or a named buffer, vi uses the [ " ] character. When using a named buffer by the lowercase letter the contents are over written while the uppercase version appends to the current contents.

	"ayy
	Move current line to named buffer a.

	"aY
	Move current line to named buffer a.

	"byw
	Move current word to named buffer b.

	"Byw
	Append the word the contents of the named buffer b.

	"by3w
	Move the next 3 words to named buffer b.


Use the [ p ] command to paste the contents of the cut buffer to the edit buffer.

	p
	Paste from the unnamed buffer to the RIGHT of the cursor

	P
	Paste from the unnamed buffer to the LEFT of the cursor

	nP
	Paste n copies of the unnamed buffer to the LEFT of the cursor

	"ap
	Paste from the named buffer a RIGHT of the cursor.

	"b3P
	Paste 3 copies from the named buffer b LEFT of the cursor.


When using vi within an xterm you have one more option for copying text. Highlight the section of text you wish to copy by dragging the mouse cursor over text. Holding down the left mouse button and dragging the mouse from the start to the finish will invert the text. This automatically places the text into a buffer reserved by the X server. To paste the text press the middle button. Remember the put vi into insert mode as the input could be interpreted as commands and the result will be unknown. Using the same technique a single word can be copied by double clicking the left mouse button over the word. Just the single word will be copied. Pasting is the same as above. The buffer contents will only change when a new highlighted area is created. 

Moving the text has three steps. 

· Delete text to a named or unnamed buffer. 

· Moving the cursor the to destination location. 

· Pasting the named or unnamed buffer. 

The process is the same as copying with the change on step one to delete. When the command [ dd ] is performed the line is deleted and placed into the unnamed buffer. You can then paste the contents just as you had when copying the text into the desired position.

	"add
	Delete the line and place it into named buffer a.

	"a4dd
	Delete 4 lines and place into named buffer a.

	dw
	Delete a word and place into unnamed buffer


See the section on modifying text for more examples of deleting text. 

On the event of a system crash the named and unnamed buffer contents are lost but the edit buffers content can be recovered 

Searching and Replacing Text

vi has a number of search commands. You can search for individual characters through to regular expressions. 

The main two character based search commands are [ f ] and [ t ] . 

	fc
	Find the next character c. Moves RIGHT to the next.

	Fc
	Find the next character c. Moves LEFT to the preceding.

	tc
	Move RIGHT to character before the next c.

	Tc
	Move LEFT to the character following the preceding c.(Some clones this is the same as Fc)

	;
	Repeats the last f,F,t,T command

	,
	Same as ; but reverses the direction to the original command.


If the character you are searching for is not found, vi will beep or give some other sort of signal. 

vi allows you to search for a string in the edit buffer. 

	/str
	Searches Right and Down for the next occurrence of str.

	?str
	Searches Left and UP for the next occurrence of str.

	n
	Repeat the last / or ? command

	N
	Repeats the last / or ? in the Reverse direction.


When using the [ / ] or [ ? ] commands a line will be cleared along the bottom of the screen. You enter the search string followed by              [ Enter ] . 

The string in the command [ / ] or [ ? ] can be a regular expression. A regular expression is a description of a set of characters. The description is build using text intermixed with special characters. The special characters in regular expressions are . * [] ^$. 

	.
	Matches any single character except newline.

	\
	Escapes any special characters.

	*
	Matches 0 or More occurrences of the preceding character.

	[]
	Matches exactly one of the enclosed characters.

	^
	Match of the next character must be at the beginning of the line.

	$
	Matches characters proceeding at the end of the line.

	[^]
	Matches anything not enclosed after the not character.

	[-]
	Matches a range of characters.


The only way to get use to the regular expression is to use them. Following is a series of examples.

	c.pe
	Matches cope, cape, caper etc

	c\.pe
	Matches c.pe, c.per etc

	sto*p
	Matches stp, stop, stoop etc

	car.*n
	Matches carton, cartoon, carmen etc

	xyz.*
	Matches xyz to the end of the line.

	^The
	Matches any line starting with The.

	atime$
	Matches any line ending with atime.

	^Only$
	Matches any line with Only as the only word in the line.

	b[aou]rn
	Matches barn, born, burn.

	Ver[D-F]
	Matches VerD, VerE, VerF.

	Ver[^1-9]
	Matches Ver followed by any non digit.

	the[ir][re]
	Matches their,therr, there, theie.


vi uses ex command mode to perform search and replace operations. All commands which start with a colon are requests in ex mode. 

The search and replace command allows regular expression to be used over a range of lines and replace the matching string. The user can ask for confirmation before the substitution is performed. It may be well worth a review of line number representation in the ed tutorial. 

	:1,5s/help/&ing/g
	Replaces help with helping on the first 5 lines.

	:%s/ */&&/g
	Double the number of spaces between the words.


Using the complete match string has its limits hence vi uses the escaped parentheses [ 
( ] and [ 
) ] to select the range of the substitution. Using an escaped digit [ 
1 ] which identifies the range in the order of the definition the replacement can be build.

	:s/^\(.*\):.*/\1/g
	Delete everything after and including the colon.

	:s/\(.*\):\(.*\)/\2:\1/g
	Swap the words either side of the colon.


You will most likely read the last series of gems again. vi offers powerful commands that many more modern editors do not or can not offer. The cost for this power is also the main argument against vi. The commands can be difficult to learn and read. With a little practice and time, the vi command set will become second nature.


Using x-windows

This chapter only applies to the X Window System If you encounter a screen with  multiply windows, colors, or a cursor that is only movable with your mouse, you are using X 

Starting X

Even if X doesn't start automatically when you login, it is possible to start it from the regular text mode shell prompt there are two possible commands that will start X either startx or xinit
Try startx first  If the shell complains that no such command is found, try using xinit and see if X starts  If neither command works, you may not have X installed on your system If the command runs but you are eventually returned to the black screen with the shell prompt. X is installed but not configured. 

Both of these examples start X on the seventh virtual console, regardless of which console you are at when you run the command−−your console switches to X automatically. You can always switch to another console during your X session 

Stopping X

To end an X session, you normally choose an exit X option from a menu in your window manager.

If you started your X session with startx, these commands will return you to a shell prompt in the virtual console where the command was typed. If, on the other hand, you started your X session by logging in to xdm on the seventh virtual console, you will be logged out of the X session and the xdm login screen will appear; you can then switch to another virtual console or log in to X again. 

To exit X immediately and terminate all X processes, press the CTRL−ALT−BKSP combination (if your keyboard has two ALT and CTRL keys, press the left ones). You'll lose any unsaved application data, but this is useful when you cannot exit your X session normally−−in the case of a system freeze or other problem. 

To exit X immediately, type: 
CTRL−ALT−BKSP


Some administration commands

su

(=substitute user id) Assume the superuser (=root) identity (you will be prompted for the password). Type "exit" to return you to your previous login. Don't habitually work on your machine as root. The root account is for administration and the su command is to ease your access to the administration account when you require it. You can also use "su" to assume any other user identity, e.g. su dana will make me "dana" (password required unless I am the superuser).

alias ls="ls −−color=tty"

Create an alias for the command "ls" to enhance its format with color. In this example, the alias is also called "ls" and the "color" option is only evoked when the output is done to a terminal (not to files). Put the alias into the file /etc/bashrc if you would like the alias to be always accessible to all users on the system. Aliases are a handy way to customize your system. Type "alias" alone to see the list of aliases for your account. Use unalias alias_name to remove an alias. 
cat /var/log/secure

(as root) Inspect the important system log. It is really a good idea to do it from time to time if you use Internet access. 

ftpwho 

(as root) Determine who is currently connected to your ftp server. 
printtool

(as root in X−terminal) A configuration tool for your printer(s). Settings go to the file /etc/printcap and (strangely) /var/spool/lpd. 
setup

(as root) Configure mouse, soundcard, keyboard, X−windows, and system services. There are many distribution−specific configuration utilities, setup is the default on RedHat. You can access and change hundreds of network setting from here. Very powerful−−don't change too many things at the same time, and be careful with changing entries you don't understand. ReadHats network configuration utility netconf is a subset of linuxconf, therefore it is simpler and sometimes easier to use. 
mouseconf

(as root). A simple tool to configure your mouse (after the initial installation). 

kudzu

(as root). Automatically determines and configures your hardware. If having mysterious problems with your mouse (or other serial hardware), you may want to disable kudzu, so it does not run on the system startup (kudzu messed up my system so I could not have my mouse working). You can run it manually when you need it. 
cat /var/log/XFree86.0.log

A log file for X that can be useful to determine what is wrong with your X setup. The "0" in the filename stands for "display 0"−−modify the filename accordingly if you need log for displays "1", "2", etc. 
lspci

Show info on your motherboard and what cards are inserted into the pci extension slots.
lsof|more

List files opened on your system.
lsmod

(= list modules). List currently loaded kernel modules. A module is like a device driver−−it provides operating system kernel support for a particular piece of hardware or feature. 
rmmod module_name

(as root, not essential). Remove the module module_name from the kernel.
symlinks −r −cds /

(as root) Check and fix the symbolic links on my system. Start from / and progress through all the subdirectories (option −r="recurse") and change absolute/messy links to relative, delete dangling links, and shorten lengthy links (options −cds). If my filesystem spreads over different hard drive partitions, I need to re−run this command for each of them (e.g., symlinks −r −cds /usr). 
/sbin/chkconfig

(as root) A tool to check/enable/disable system services which will automatically start under different runlevels. Typically, I just use RedHat ntsysv utility if I need to enable/disable a service in the current runlevel, but chkconfig does give me an extra flexibility. An alternative tool is tksysv (X−based). /sbin/chkconfig −−level 123456 kudzu off This example above shows how to disable kudzu service so it does not start up at any runlevel (it messes up mouse on one of my computers). To list all the services started/stopped under all runlevels, I use: 
chkconfig −−list | more

To check the current status of services, I may use:

service −−status−all

To start a service right now, I may use something like (starts an ftp server):

service wu−ftpd start

To re−start samba networking (e.g., after I changed its configuration), I may use:

service smb restart


Linux Serial Console

Linux support for a serial console is a very useful feature. It allows running a Linux box in a headless configuration without a monitor or keyboard. This is very common in server rooms where there are racks of servers. 

You can set up a serial console on a computer so that you don't need a monitor or a network connection to manage the computer. This is also a secure way to connect to a server, as it is not accessible over the network. Before you begin, you will need to have your serial ports set up – this is most likely already done.

· You will need a null modem serial cable to connect the two computers. 

· Decide on a speed that you will use for the serial port. Use a modem speed like 9600, 38400, or 57600. 

· Decide which serial port you are going to use. The first serial port is: "/dev/ttyS0", the second one is:  "/dev/ttyS1", and so on. 

· Add a line like the following to"/etc/inittab". T0:23:respawn:/sbin/getty -L [serial_port] [speed] vt102 [serial_port] is the serial port that you chose. [speed] is the speed that you chose. vt102 is the terminal type, make sure that when you connect to this serial console, you use the same terminal type. 

· You will need to restart"init", you can do this by rebooting. Actually, the command telinit q will restart init without rebooting. 

Headless server settings

/etc/inittab 

7:2345:respawn:/sbin/agetty 9600ttyS0 vt100

/etc/securetty 

ttyS0

/etc/lilo.conf 

append="console=ttyS0, 9600console=tty1"


Using ftp

Running the FTP Program

It's easy to use ftp. Let's say you want to connect to the anonymous ftp site yourdomain.mil, to download the latest Linux kernel source. 

At the command line, type: 

$ ftp yourdomain.mil

The ftp program will attempt to connect to yourdomain.mil. Another way to do this is to run ftp from the command line with no parameters, and use the open command, with the site name as an argument: 

$ ftp

ftp> open yourdomain.mil

Logging Into an FTP Server 

When you connect to an FTP site, it will ask you for a login (pressing enter will log in as your local user name, in this case, foo: We log in as anonymous or ftp, to get to the public archive. 

220 helios.yourdomain.mil FTP server (Version wu-2.6.0(2) Wed Nov 17 14:44:12

EST 1999) ready.

Name (yourdomain.mil:foo): 

Now, we enter a complete e-mail address as the password (this is what most public FTP sites request). 

331 Guest login ok, send your complete e-mail address as password.

Password:

After a successful login, the following information is given to us: 

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 

File Transfer Types 

After you log in to an ftp site, ftp will print out the file transfer type. In our case, it is binary. Binary mode transfers the files, bit by bit, as they are on the FTP server. Ascii mode, however, will download the text directly. You can type ascii or binary to switch between the types. 

You want to download the kernel source, so you leave the file transfer type at binary. The binary type is also what you would use for any non-text files -- such as graphic images, zip/gzip archives, executable programs, etc. If in doubt, use binary mode. 

Navigating and Listing Directories 

Type ls to see a list of the files. The ls command on ftp servers is executed on the remote server, so the command line options that you can use with it vary from server to server. The most common options are generally available, check the manpage for ls for details. 

ftp> ls

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.

total 33590

-r--r--r--   1 root     other    34348506 Dec 03 03:53 IAFA-LISTINGS

lrwxrwxrwx   1 root     other           7 Jul 15  1997 README -> WELCOME

-rw-r--r--   1 root     other         890 Nov 15 13:11 WELCOME

dr-xr-xr-x   2 root     other         512 Jul 15  1997 bin

dr-xr-xr-x   2 root     other         512 Jul 15  1997 dev

dr-xr-xr-x   2 root     other         512 Jul 18  1997 etc

drwxrwxrwx  11 ftp      20           4608 Nov 28 16:00 incoming

lrwxrwxrwx   1 root     other          13 Jun 04  1998 ls-lR -> IAFA-LISTINGS

dr-xr-xr-x  17 root     root          512 Jun 08 11:43 pub

dr-xr-xr-x   3 root     other         512 Jul 15  1997 unc

dr-xr-xr-x   5 root     other         512 Jul 15  1997 usr

226 Transfer complete.

If the ls command lists so many files that they scroll off the top of the screen, you can use Shift-PageUp to scroll up. This works in Linux console mode as well as in xterm or rxvt. 

On public FTP archives, the downloadable resources are usually held in the /pub directory. In this example, you already know that the kernel sources are in the directory /pub/Linux/kernel, so you type the following to get into that directory: 

ftp> cd pub/Linux/kernel

250-README for kernel

250-

250-What you'll find here: kernel sources and patches

250-

250-

250 CWD command successful.

The messages you see, which begin with "250", are information messages sent by the server. In this case, the ftp server is configured to automatically send you the README file when you cd into the directory. 

Downloading and Uploading Files 

Now, after typing another ls, you see that you want to cd into the v2.2 directory. You do yet another ls, and find the file you want to download. It is linux-2.2.13.tar.gz. So you type this: 

ftp> get linux-2.2.13.tar.gz

local: linux-2.2.13.tar.gz remote: linux-2.2.13.tar.gz

200 PORT command successful.

150 Opening BINARY mode data connection for linux-2.2.13.tar.gz (15079540bytes).

The ftp program has started saving the remote file linux-2.2.13.tar.gz as the local file linux-2.2.13.tar.gz. 

If you wanted to save it as the local file foo.tar.gz, you could have specified it like this: 

ftp> get linux-2.2.13.tar.gz foo.tar.gz

local: foo.tar.gz remote: linux-2.2.13.tar.gz

200 PORT command successful.

150 Opening BINARY mode data connection for linux-2.2.13.tar.gz (15079540bytes).

If you want to download more than one file at a time, you'll have to use the mget (multiple get) command. You can use mget together with a space-delimited list of filenames you want to download, or you can use wildcards with the mget command. For example: 

ftp> mget linux*

This will get all files starting with the string "linux". Normally, mget will prompt you for each file before it downloads it. You can toggle this by using the prompt command. 

Now let's say you've written a piece of software, and you want to upload it to MetaLab to be included in their Linux software archive. First, you'd change to the /incoming directory (most public FTP servers have a directory, usually called incoming or uploads, where files can be uploaded), then you'd use the put command: 

ftp> cd /incoming

ftp> put foo.tar.gz

local: foo.tar.gz remote: foo.tar.gz

200 PORT command successful.

150 Opening BINARY mode data connection for foo.tar.gz.

226 Transfer complete.

10257 bytes sent in 0.00316 secs (3.2e+03 Kbytes/sec)

The put command works the same way as the get command, so you can use mput to upload multiple files at the same time. You can also upload a local file with a different filename on the server by specifying the remote filename and/or pathname as an argument. 

What if the file foo.tar.gz is not in your current local directory when you try to upload it? You can switch local directories by using the lcd (local change directory) command: 

ftp> lcd /home/foo/

Local directory now /home/foo

Running Shell Commands 

The ftp client supports using the bang (!) to run local commands. For example, to get a listing of files in your current local directory, do this: 

ftp> !ls

The way this works is that ftp calls the shell (specified in the $SHELL environment variable), and it is the shell which runs ls. Thus, you can run any command-line which works with your shell simply by prepending "!" to it. 

Hash Marks and Tick 

Wouldn't it be nice if you could watch the progress while you're downloading a file with ftp? You can use the hash command to print out hash marks as you download a file: 

ftp> hash

Hash mark printing on (1024 bytes/hash mark).

As you can tell, ftp will print a hash mark for every 1024 bytes of data you download. 

There is also a tick option. 

ftp> tick           

Tick counter printing on (10240 bytes/tick increment).

This will print something to this effect as you download a file:

Bytes transferred: 11680

Other FTP Commands 

There are many other ftp commands. If you have the permissions to do so (which you should, if you are connected to your own private shell account), you can make a directory on the remote server using the mkdir command. You can remove a file on the remote server using the delete command, or rmdir to remove a directory. You can also change file permissions using the chmod command. 

For more elaborate information on using ftp, please see the online help in the ftp program (accessible by typing help with no arguments for a list of commands, or help <commandname> for specific help on a command). You can also read the Linux man page for ftp by typing man ftp at your command prompt.


Appendix A – vi Cheat Sheet

Appendix B - Linux Quick Reference Sheet





Note: 


Standard wildcards are used by nearly any command (including mv, cp, rm and many others).!
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Process Management�
�
DOS�
Linux�
Description�
�
mem/c�
ps�
Display list of running processes�
�
n/a�
kill�
Terminate a process�
�
n/a�
killall�
Kill processes by name�
�
n/a�
jobs�
Display current jobs�
�
n/a�
fg�
Move a job to the foreground�
�
n/a�
bg�
Move a job to the background�
�
n/a�
nice�
Run a program with modified scheduling priority�
�
n/a�
top�
Display top CPU processes�
�






Time and Date�
�
DOS�
Linux�
Description�
�
time�
date�
Set/display time of day�
�
date�
date�
Set/display date�
�
n/a�
rdate�
Query a remote host for the date�
�






Networking�
�
DOS�
Linux�
Description�
�
n/a�
telnet�
Interact with another host�
�
n/a�
rlogin�
Remote login�
�
n/a�
ftp�
Get/send remote files�
�
n/a�
ncftp�
Fancier version of ftp�
�
n/a�
irc�
Internet Relay Chat client�
�
n/a�
netstat�
Show networking statistics�
�
n/a�
route�
Show routing information�
�
n/a�
ping�
Test a remote system's response time�
�
n/a�
traceroute�
Display the route to a remote system�
�






Disk Management�
�
DOS�
Linux�
Description�
�
fdisk�
fdisk�
Modify the partition table�
�
format�
mke2fs�
Create a filesystem on a partition�
�
format�
fdformat�
Format a floppy disk�
�
chkdsk�
e2fsck�
Test a filesystem for errors�
�
n/a�
swapon�
Turn on a swap partition�
�
n/a�
swapoff�
Turn off a swap partition�
�
n/a�
mount�
Attach a filesystem to the root filesystem�
�
n/a�
umount�
Detach a filesystem from the root filesystem�
�
chkdsk�
df�
View amount of disk space available�
�
dir/s�
du�
View amount of disk space used by a directory recursively�
�






Note: 


This section is not required for the A(V)15 network. It was inserted for information only and will not be covered during class





Searching and Sorting�
�
DOS�
Linux�
Description�
�
find�
grep�
Search for a string in a text file�
�
dir /s�
find�
Search for a file�
�
n/a�
locate�
Search for a file via a database�
�
n/a�
updatedb�
Create searchable database of files�
�
sort�
sort�
Sort a file�
�






File Management�
�
DOS�
Linux�
Description�
�
copy�
cp�
Copy a file�
�
move�
mv�
Move a file�
�
touch�
touch�
Set the timestamp on a file�
�
del�
rm -f�
Delete a file�
�
type�
cat�
Print a file to the screen�
�
n/a�
chown�
Change ownership of a file�
�
n/a�
chgrp�
Change group ownership of a file�
�
attrib�
chmod�
Change access permissions of a file�
�
rawrite�
dd�
Write directly to a device�
�
subst?�
ln�
Create a link to a file�
�






Directory Management�
�
DOS�
Linux�
Description�
�
dir�
ls -l�
Long format directory�
�
dir /w�
ls�
Wide format directory�
�
cd�
cd�
Change directory�
�
rmdir�
rd�
Remove a directory�
�
mkdir�
md�
Make a directory�
�
deltree /Y�
rm -rf�
Recursively delete a directory tree�
�
n/a�
pwd�
Dispay the current working directory�
�






Help�
�
DOS�
Linux�
Description�
�
help�
man�
Get help on a command�
�
n/a�
apropos�
Get help on a general topic�
�
n/a�
whatis�
Search the whatis database�
�
n/a�
makewhatis�
Make the whatis database�
�
n/a�
file�
Classify a file�
�
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Note:


You don't want to wait too long after you see this message; if left untouched, the system will reboot and you'll be back to the beginning!





Note: 


By default Linux will allow normal users to unmount partitions. However unless given permission by the super-user, users will not be allowed to mount partitions. The commands listed below will not work for normal users unless users have permission to mount from that device. If your particular distribution is setup not to allow users to mount partitions its not very hard to change this, simply. Edit the /etc/fstab file (as root) and: Replace the word "defaults" with "user" or Add "user" to the end of the options list for the particular partition(s).





Note:


apropos is the same as doing man -k (lowercase k).





Note:


It is important to note that this process is entirely outside the Linux context and is therefore highly vendor dependent. (For more info, try looking up the man pages for! initrd





Note: 


You need to run either updatedb (as root) or slocate -u (as root) for slocate to work





Note: 


You may also have sticky directories, the /tmp directory is usually an example of a sticky directory. The files inside can only be deleted by the super-user (root) or the creator of the file. Sticky directories will show a 't' at the end of their file permissions (when listed using ls -l). This may be useful when you have a directory that everyone has access to but no-one should be deleting each others files.
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Figure 2: Linux file system layout








Table 1 Linux file system layout








Note: 


Remember that this is a sequence, i.e. you have to press one combination after the other in the right order: Raw, Sync, tErm, kIll, Umount, reBoot. Read the kernel documentation for more information on this feature.





"There is a mnemonic phrase that makes this easier to remember: "Raising Skinny Elephants Is Utterly Boring"
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Note: 


Clearly there are a lot more commands for usernetctl, you will need to read the manual/info page to learn more about them.
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Note: 


This command can use standard wildcards to copy multiple files.








Note: 


You can also combine these commands, you can move a file and rename it in the one command.





This command can use standard wildcards to move files (not for renaming.





Note: 


No preceding /  because that would go back to the top level directory again and would attempt to go to /music/ (it would start at the root level directory and try to find the music directly under there).
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Note:


Beginning with RedHat 7.2, the journal feature was implemented to allow faster recovery after a failure.





Note:


Default run levels are;


Init 3 for 2U’s


Init 5 for 3U’s
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Note: 


Please note that !cd does not work as you would expect, this is why the lcd command exists.








This Page Intentionally Blank





Appendix B - Linux Quick Reference Sheet
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vi only lets you move through text that exists. To extend a line, append spaces. 
To extend the file, append empty lines.
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